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1 B 1.1 W52 %1

1 S5

1.1 BHSE "I
111 11D B#-SEiit

Gowin SecureFPGA /% i GW1NSE-2C(Gowin_EMPU(GW1NS-2C)).
GW1NSER-4C (Gowin_EMPU(GW1NS-4C)) 1 GW1NE-9C
(Gowin_EMPU_M1), #it ID BfF 5% i, it HERE I F 5%
it

o GWINSE-2C
Gowin_SecureFPGA\GW1NSE_2C\IID\ref_design\FPGA_RefDesign

o GWINSER-4C
Gowin_SecureFPGA\GW1NSER_4C\IID\ref_design\FPGA_RefDesig
n

e GWINE-9C
Gowin_SecureFPGA\GW1NE_9C\IID\ref_design\FPGA_RefDesign

1.1.2 SHA3 -85t

Gowin SecureFPGA 7%/ GW1NSE-2C(Gowin_EMPU(GW1NS-2C)).
GW1NSER-4C (Gowin_EMPU(GW1NS-4C)) 1 GW1NE-9C
(Gowin_EMPU_M1), &t SHAS i 2% it , i SRR =%
ane
o GWINSE-2C
Gowin_SecureFPGA\GW1NSE_2C\SHA3\ref_design\FPGA_RefDesi
gn
o GWINSER-4C
Gowin_SecureFPGA\GW1NSER _4C\SHAS3\ref _design\FPGA_RefDe
sign
e GW1INE-9C
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http://cdn.gowinsemi.com.cn/Gowin_SecureFPGA_V1.1.zip
http://cdn.gowinsemi.com.cn/Gowin_SecureFPGA_V1.1.zip

L 1.2 I SH R

Gowin_SecureFPGA\GW1NE_9C\SHAS3\ref design\FPGA_RefDesign
[., A A
1.2 E&Egit

1.2.1 IID 3RE&Ei&it

Gowin SecureFPGA /= /it GW1NSE-2C(Gowin_EMPU(GW1NS-2C)).
GW1INSER-4C (Gowin_EMPU(GW1NS-4C)) #1 GW1NE-9C
(Gowin_EMPU_M1), #ft GOWIN MCU Designer (V1.1) #3551 1ID
B2t s R T 2% Wt
o GWINSE-2C
Gowin_SecureFPGA\GW1NSE_2C\IID\ref _design\MCU_RefDesign

e GWINSER 4C
Gowin_SecureFPGA\GW1NSER_4C\IID\ref _design\MCU_RefDesign

o GWINE-9C
Gowin_SecureFPGA\GW1NE_9C\IID\ref _design\MCU_RefDesign

1.2.2 SHA3 X -&E%3t

Gowin SecureFPGA /= /i GW1NSE-2C(Gowin_EMPU(GW1NS-2C)).
GW1NSER-4C (Gowin_EMPU(GW1NS-4C)) #1 GW1NE-9C
(Gowin_EMPU_M1), #fit GOWIN MCU Designer (V1.1) {4315
SHA3 #ft gt 2 2 it , M EEERI T 2%kt
e GWINSE-2C

Gowin_SecureFPGA\GW1NSE_2C\SHA3\ref _design\MCU_RefDesig
n

e GWINSER-4C
Gowin_SecureFPGA\GW1NSER 4C\SHA3\ref _design\MCU_RefDesi
gn

e GWINE-9C
Gowin_SecureFPGA\GW1NE_9C\SHA3\ref design\MCU_RefDesign
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2 WS T 2.1 TR
\ \
2E1¢§y§% 1&1"’
2.1 EHFIE
e DK-START-GW1NSE2C V3.1
GW1NSE-UX2CLQ144C5/14
e DK-START-GW1NSER4C-QN48G V1.1
GW1NSER-LV4CQN48GC7/16
e DK-START-GW1N9 V1.1
GW1N-LVO9EQ144C6/15
2.2 YR
Gowin_V1.9.8Beta
23MCU it &

2.3.1 GWINSE-2C (Gowin_EMPU(GWINS-2C))

DL H & T. A DK_START_GW1NSE2_V3.1 ZF &1t Nl

Gowin_EMPU(GW1NS-2C) MCU Bt &, ik 2-1 flius.
% 2-1 Gowin_EMPU(GWINS-2C) MCU B &

ic & 126 1 i B 24
Frequency 25MHz
Sram Size 8KB
Flash Size 128KB
UARTO Enable
Timer0 Enable
Timer1 Enable
WatchDog Enable
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2 WSt 2.3MCU i &

SRAM Size Bt & & 8KB, {# /] 4 4~ BSRAM, %4> BSRAM 1 & %)
W, WnE 2-2 s

%= 2-2 Gowin_EMPU(GWI1NS-2C) BSRAM i B 45K

BSRAM AL DA

bram_sp 0 BSRAM_R6[0]
bram_sp_1 BSRAM_RG6[1]
bram_sp_2 BSRAM_R6[2]
bram_sp 3 BSRAM_R6[3]

2.3.2 GWINSER-4C (Gowin_EMPU(GWINS-4C))

DA AT & T H AL DK_START _GW1NSER4C _QN48G_ V1.1 &%t

N

Gowin_EMPU(GW1NS-4C) MCU BC &, 1 2-3 ffizn.
% 2-3 Gowin_EMPU(GWINS-4C) MCU Bt &

i B e T it B 24
Frequency 50MHz
Sram Size 8KB
Flash Size 32KB
UARTO Enable
Timer0 Enable
Timer1 Enable
WatchDog Enable

SRAM Size it &y 8KB, {4 1~ BSRAM, 1> BSRAM HIfi & 2

W, 5k 2-4 Pk,

%% 2-4 Gowin_EMPU(GWINS-4C) BSRAM i B4R

BSRAM AL YDA R

bram_sp_0 BSRAM_R10[0]
bram_sp_1 BSRAM_R10[1]
bram_sp_2 BSRAM_R10[2]
bram_sp_3 BSRAM_R10[3]
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2 W SH it

2.3MCU it &

2.3.3 GWINE-9C (Gowin EMPU _M1)

IPUG936-1.1

PLEAT I & T A A DK_START_GW1N9_V1.1 Z# Wit il

Gowin_EMPU_M1 MCU it &, % 2-5 fix.

% 2-5 Gowin_EMPU_M1 MCU B¢ &

e 5 328 1 & ZH
Frequency 20MHz
Debug Enable
Debug Interface JTAG and SW
OS Extension Enable

ITCM Embedded UserFlash 64KB
DTCM 32KB
UARTO Enable

DTCM & N 32KB, f#H] 16 1~ BSRAM, %3~ BSRAM i EZAIH,

nk 2-6 fir.

% 2-6 Gowin_EMPU_M1 BSRAM L& £5R
BSRAM AL DA
memO0_mem0_0 0 s BSRAM_R28[14]
memO0_mem0_0_1_s BSRAM_R10[4]
memO0_mem0_0 2 s BSRAM_R28[7]
memO0_mem0_0 3 s BSRAM_R10[3]
mem1_mem0_0 0 s BSRAM_R28[9]
mem1_mem0_0_1_s BSRAM_R28[13]
mem1_mem0_0 2 s BSRAM_R10[5]
mem1_mem0_0 3 s BSRAM_R28[8]
mem2_mem0_0 0 s BSRAM_R28[11]

mem2_mem0 0 1 s

BSRAM_R28[10]

mem2_mem0_0 2 s

BSRAM_R28[12]

mem2_mem0_0_3_s BSRAM_R10[6]
mem3_mem0_0 _0_s BSRAM_R10[8]
mem3_mem0_0_1_s BSRAM_R10[7]
mem3_mem0_0 2 s BSRAM_R10[9]
mem3_mem0_0_3 s BSRAM_R10[10]
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2 S Bt 2.4 T JE PR &

24 B RIEEE

2.4.1 Synthesize BB E

Synthesize JEMACE, #i GWINSER-4C, Wl 2-1 fiizx.
® Synthesis Tool: GowinSynthesis™
® Top Module/Entity: &34 AE A 15 11 H 1) 52 B Tl Z B ER 44 FRIEC B
® Include Path: &R EEF Bt H K SEBR ST B AR I B
e \erilog Language: i1 System Verilog 2017
Synthesize J&ERCE , TR BEF BT SEPR R K ACE .

[ 2-1 Synthesize BIHEE
W Configuration X
Synthesize
General General
~ Synthesize Synthesis Tool: ® GowinSynthesis

General

Top Module/Entity: |Gowin_EMPU_temp|ate |
v Place & Route

General Include Path: | |

Unused Pin

GowinSynthesis
Dual-Purpose Pin
BitStream Verilog Language: | System Verilog 2017 ~

VHDL Language: |VHDL 2008 =
Looplimit:
[] Disable Insert Pad

Ram R/W Check

[] DsP Balance

[ Show All Warnings

Cancel Apply

2.4.2 Place&Route BHHELE
Place&Route &AL E, 15 General it & . Unused Pin fit &
Dual-Purpose Pin B & .
General B0 B
General it &, %/t GWINSER-4C, WIE 2-2 iR,
General it &, TERIEREF T S2FR 75 R ELE -

IPUG936-1.1 6(23)




2 Wi &2 %1t 2.4 TR AL

[&E] 2-2 General it &

7 Configuration *
Place & Route
General Category: |All A Reset all to default
+ Synthesize -
General Label Value )
v Place & Route Generate SDF File False
General Generate Constraint File of Ports False
Unused Pin Generate IBIS File False
Dual-Purpese Pin Generate Post-Place File True
BitStream Generate Post-PNR Simulation Madel File False
Initialize Primitives False
Show All Warnings False
Generate Plain Text Timing Report False
Run Timing Driven True
Use SCF False
Promote Physical Constraint Warning to Error False
I} + Auviten.Dlacad 10 Lok I Ealea b
Generate Post-Place File. Default: *.pasp

Dual-Purpose Pin BC &
Dual-Purpose Pin Bt &, i1 GWINSER-4C, #1[& 2-3 fifi7R.

Dual-Purpose Pin BC &, EREEE1F Bt SR br20 R 10 A& DL FJT
RARNO BT E .

[ 2-3 Dual-Purpose Pin fig &

W Configuration X

Dual-Purpose Pin

General Use JTAG as regular 10

v Synthesize
[] Use SSPI as regular 10

General

v Place & Route [] Use MSPI as regular 10
General [ Use READY as regular 10
Unused Pin

[] Use DOMNE as regular 10

Dual-Purpose Pin
. [] Use RECONFIG_N as regular 10
BitStream

[] Use MODE as regular 10

Use I12C as regular 10

Cancel Apply

IPUG936-1.1 7(23)




2 S Bt 2.5 44

2.4.3 BitStream B E

BitStream JE 14 AC E, i1 GWINSER-4C, K 2-4 fiix.
® Print BSRAM Initial Value: & AS%E/4)i%

® Secure Mode(device can be programmed only once):
WER A AT 22 S i ARl By, AN Ak, 5 ) 2240t Fr A fe
TECIR, RIS T EAEH .
MR AT 22 & BB, ek, Sl et .
BitStream FAth & I FC &, 5 MR BEAT BT SERR AR R L A

[ 2-4 BitStream B4 E

W Configuration X

BitStream

General Enable CRC Check

¥ Synthesize
[] Enable Compress

General

~ Place & Route Enable Encryption (only support GW24)
General Key(Hex): |00000000-00000000-00000000-00000000
Unused Pin

Enable Security Bit

Dual-Purpose Pin . -
. [] Print BSRAM Initial Value
BitStream
Background Programming: | OFF ~

[] Secure Mode(device can be programmed only once)

[] Program Done Bypass

[] Power On Reset

Wake Up Mode: 0 -

Loading Rate (MHz): | 2.500 (default) -

SPI Flash Address: |DDDDODDD

USERCODE: @ Default (O Custom 00000000

Bitstream Format: @ Text (O Binary

Cancel Apply

i =R A ) 224 T B GowinSynthesis, Ziaffifhikit, Fotgs
JE M S0, i GWANSER-4C, W1 2-5 ik,

IPUG936-1.1 8(23)




i e 2.6 i Ja i £k

B 25 Re

W GOWIN FAGA Designer - [FAEM ProjectiDK START GWINSERAC QNABG V1. T\secure fogalimphgusynthesis\secure. fpga_synspthtmi] - o x
Be ft tos Toos Medow telp e
DEHG & rassan

Brocess ex

I Oeign Summary
Synthesis Messages

© P UrerCamsrion Messages
sy Synthesis Details
il e Resource Repart Ttk Gomrsythesis feport
5 a reve PO START_WINGERAC, QUUES V1 ok oo sgpom
v © syphesize "V (St e ac propect DK _START_ GWINSERAC_ QN4SG_V1 1\secLre. fpga\erc secure. 1503

atlon Summary

1 Syntbeisseport CowiSyrehess Consuraits
Netist Fle. Vien G
5 Gowinsyrthesn verscn Gomeynthesis V1.9, t6eta
part umbar W INSERAVACQNASCTE
- GnnsER-4C
Greated Tme Wed Aug 04 09:37:47 2021
Ports & Bin Report
2021 Gown AL
Power Ansyss Report
8 #rogram Oevice
Synthesis Details
Top Level Module Gomin_EPU_tengiate
R

inning parser.
CPU time = 0h Om 1, Elapsad tms = h Om 12, Pesk memory ussge = 71.254M8

d trme = Oh Om 0, Peak memory uzage = OMB
optrmzation
o = Gh O 0z, Elapsad time = Oh O D.0145, Pask mamory L4300 = 713548
hase 11 G time  Oh Om 0s, Elspsed tme - Oh Om 0.003x. Peak memory Uaage = 71.234M8
Dwnulmg Prase 2 Py ume Z 00 0m 03, Etapsed tme - Oh O 0.000%, ek memory usaps = 71,254
Funring inferen:
inicrn ‘-m-o CoUthoe =0 Om s, Elpsed trme = oh m 00035, eak memory usage = 71.25448
Sirthesis Process . time = O Om 0.001%, Paak memary Usage = 71 254M8
Inferen Phase 2 ChU teme = O O 0, Elapecd tim = Ch 0 0,001, eak mermory usope 7135408
Tnfermng P1ase 3 CPU tims = O Om O, Elapsed time = O Om 05, Pask memary Us9é = 71,2548
Funring technical mapoig: N v
Deign Process  Hiearchy 9 St Page Design Sammary secure,foga sy epthtml a
Consoie ax
KON CSCNICAT BSPITY .
[60%] Tech-Mapping Prase 0 completed
[65%] Tech-apping Prase 1 completed
[75%] Tech-Mapping Phase 2 completed
[e82] Tech-Napping Prase 3 completed
[9€%] Tech-Napping Phase 4 completed
(95%) Generate netlist file “F:\B A: ject\OK_START_GHINSERAC_QNA8G_V1.1\secune_foga\inpl\gusynthesis\secure fogs.vg™ completed
{1004) Canerate ceport £11e -\ esbeddes\secoretPOh\1 T\develop HUISER_SC\TTDNorogecttoteprepect O START ONIASERACQWIBGVL \eccure- oo\ rpT\boeprthesto\secore- oge. sy ror menl cempleted
GoutnSynthesis Finish v

*

Comale  Message

2.6 iR MhLk

SERERE G i = PR AT SR A 26 T Place & Route, #fi JsjfiZk,
PR AR R SO, tnE 2-6 B

& 2-6 i/ TLk

2 EY J GWINSER 408D met e smcire fpgarptbam] - 6 x
Ble Edh Projec Jools Mindow Heb #ix

RSN

Procass ax
] Design Summary o
PR Messages
T User Consrains PnR Messages
AR PoR Details
B8 i oot il Resource Report Ttla Gown e Report
S @wan Resource Usage Summary  DesignFile ) . ac _project DK_START_GWINSERAC_QNASG. V1 1iseare.fposiimofiowsynthessiseare 150940
ank Usage Summar Fiev (OJCTIOK_START_GW INSERAC, QN4BG_V1.1\600re_tpoa\Grcsecur_fpga.cst
R " 1/0 Bank Usag: v projeet @ fpgaisrcisscurs._fog
(e Global Clock Usage Summary Tming Flee < _project DK_START_GWINSERAC_QI43G. V1 1\seare.fpgalercisecure fogs.sdc
obial Clock Signals Gown version Vigseeta
D s ot Global Clock Signal
Pinout by Port Name Part tumber GWINSER LVaCQNASGTT/IE
Place & Route Report z
ANl Package Pins Dot Gwiten 4c
Timing Anshys Report i
Crested Time Wed Aug 04 09:39:06 2021
Port & i Baport -
Legal Arnouncement CopyTight (€)2014-2021 Gown Semiconductor Corparation, Al ights reserved.

Power Analyss Report

rogeam Device

PnR Details

Placement Phase 0: COU time = 0h Om 0.0645, Elspsed time = 0 Om 0.0635
Placemant Phase 1 CPU tiwe = Oh Om 0.084%, Elapsed time - O Om 0,064
Placement phase 2: CPU tme = O Om 0.1z, Elapsed tme = o Om 0.016s
Placenent Phute 3 CPU tme - Oh 0m 0,023 Eapsed time = th o 0.8235

Place & Route Process Rureang routin
) ‘hace 0: cou tme Etapsed tme =

oo Piss 1: o0 o - O o 0545, Elspsed bt - O dm 0045
un-gn\n-: CPUMe = 00 Om 0.1115, Elapsed tme = 0h 0m 0 1115
Tatal e tma = Oh 0m 0.165, Elzpsed bme = O om 0.1
cmeulemﬂ.mlﬁ

50 tems = O Om 0.7115, Elapsed trme = Oh Om 0.715

Total Teme and Memory Usage €PU time = On Om 25, Elspsed time = Oh Om 25, Peak memory usage = 136M8
Deign  Process | Hararchy 7 G Page Deign Summary [ —— sacure fpga rpthm o

Console ax
BICCTIoan gUNarITIon CORISTIn .
Running power analysis

[100%] Pover analysis conp

7:\E¥B_pub)\embedded \secureFPGA\1. 1\develop\ HINSER_4C\TTD\progect
inacotn{ £l 700 ik ebaddadeacoraf TS DdeveLip ALASER

T\Fpga_profect\IK_START_GVINSERAC_QI4SG_V1.1\secure_fpga\lepl\pnr\secure_fpga.pover.htal” completed

C\1ID\project\fpga_projact\DK_START_GWINSERAC_QASG V1. 1\securo_fpga\ispl\par\secure_fpga.pin.htal® cosplated

e _project\DX_START GUNSERAC_QUNG V1. 1\secure_fpga\iopl\pur\secure_ Toga.epe.ntale completed
\6%8 o roject\DK_START_GRINSERAC_QW4BG_V1.1\secure_fpga\inpl\par\secure_fpga. rpt.txt" completed

D pubcabeddedhsacorer AL \deveLop\GMNSER 4C\TTD\prusect\foge oro ecEA STARY HINSCRAC QMBG-VI. I\secure-sope\onT\or \bccure - oge. e hial" completed
21

2.7 T#;
SERAR AT S, PR AR BRI SRS, A B IR AR R TR
Programmer, " #AE AR VRS A o
TE R IRHAF R B R i 42, FTH T # TH Programmer.

. Programmer 32 5.4~ Edit > Configure Device 5 1. E4#* Configure
Device ““2”, ¥TH Device configuration.

IPUG936-1.1 9(23)




2 S Bt 2.7 F#

2.7.1 GWINSE-2C (Gowin_EMPU(GWINS-2C))

Rz GWINSE-2C, T#/EMAECE, WK 2-7 fix.
Access Mode FHi%l, %&£ “Embedded Flash Mode” &1 .

Operation [ 7513, #%F# “embFlash Erase, Program” #EIjia,
“embFlash Erase, Program, Verify” 1%

“Programming Options > File name” &5, ‘T A& 1S3 S .
Hi; Save, TR TFEEMHRE .
E 2-7 THRMERE

W Device co nfiguration ? >

Device Operation
hecess Mode: Embedded Flash Mode -

Operation: embFlazh Erasze, Frogram -

Eraze and program the embedded flash Make sure the confiz frequency
muzt be lezz than ZEMhz.

Frogramming Options

File name: [START GWINSESC V3. 1/ secwre_fpza/impli/por/zecoure_fpga. fs| I . I

Uzer Flach Initialization

Save Cancel

56 /% Device configuration J5, i Programmer T. Hf=
Program/Configure = , 58 i, % 4=t F GWANSE-2C iF e i ST T %k

2.7.2 GWINSER-4C (Gowin_EMPU(GWI1NS-4C))

WL 240 GWINSER-4C, F#EJEMACE, K 2-8 fir.

Access Mode T#Hi%l%, i&HF “SecureFPGA Mode” i1,
Operation 7413, i%£#“Firmware Erase, Program Securely " 3£ .
“Programming Options > File name” &3, $ N8 4E B GI SCH

“FW/MCU/Binary Input Options > Firmware/Binary File” &,
B AE k] BIN ST

i Save, SER N EUBEMRCHE
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2 S Bt 2.7 F#

2-8 THEMERE

W Device configuration ? x

Device Operation
Ahooess Mode: SecureFPGA Mode -

Operation: Firmware Erase, Program Securely -

Firmware Erase, Frogram, ¥Verify with Security(One Time Programmable For
Key futhentication Code)

Frogramming Options

File name: |’H1HSER4E_QN4BG_‘.I'1. 1 zeoure_fpza/impl /porfseoure_fpza f=

Uzer Flash Initialization

FW/MCU/Binary Input Options

Firmware/Binary File: ER_4chebug_ﬂ:k_with_no_enroll_ew1H5ER_4c.bin| [...|

Save Cancel

56 /% Device configuration J5, i Programmer T.Hf=
Program/Configure ', 5% 45t Fif GWANSER-4C B {4 it SO Al
B g AE k] BIN X T3

2.7.3 GWINE-9C

MR GWINE-9C, THEMHRE, WK 2-9 k.

Access Mode FHi%l#, %+ “SecureFPGA Mode L” 1.

Operation 7413, i%£#“Firmware Erase, Program Securely " 3£ .
“Programming Options > File name” &1, ‘T A& 1S3 4.

“FW/MCU/Binary Input Options > Firmware/Binary File” £, S A
B g% k] BIN ST

Hiili Save, SN EUETERCE

IPUG936-1.1 11(23)




2 W SH it 2.8 ZH% T

29 THREMAEE
W Device configuration 7 e
Deviece Operation
hrooess Maode: SeoureFPGA Mode L -

Operation: Firmware Eraze, Frogzram Securely

Firmware Frasze, Frogram, Verify with Securityilne Time Frogrammable For
Eey futhentication Code)

Programming Options

File name: |C:/Users/liukai/Desktop/secure_fpga. f=

User Flash Initialization

F¥ /MU /Binary Inmput Options

Firmware/Binary File: |ers/liukal/Tesktop/GW1N3-9C_bk_no_eroroll. ]:-in| | .. I

Save Cancel

56 /% Device configuration J5, i Programmer T.Hf=
Program/Configure’ ©, 5¢ /& % 4530 ¥ GW1NE-9C 44 B i it SO AN

P e k] BIN SCIF T3

2.8 SEFHf

Gowin SecureFPGA /= /it GW1NSE-2C(Gowin_EMPU(GW1NS-2C)).
GW1INSER-4C (Gowin_EMPU(GW1NS-4C)) #1 GW1NE-9C
(Gowin_EMPU_M1) %1, 1EZ%:
IPUG517, Gowin_EMPU(GW1NS-2C)tif £ ¥ i+ 7% Fift
IPUG932, Gowin_ EMPU(GW 1NS-4C)tf {415 11275 F- it
IPUG531, Gowin_EMPU_M1 #1127 Fif
SUG100, Gowin Z=JE#AFH F 487
SUG101, Gowin #itZ1#$5
SUG502, Gowin Programmer F /7 {54
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http://cdn.gowinsemi.com.cn/IPUG517.pdf
http://cdn.gowinsemi.com.cn/IPUG932.pdf
http://cdn.gowinsemi.com.cn/IPUG531.pdf
http://cdn.gowinsemi.com.cn/SUG100.pdf
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http://cdn.gowinsemi.com.cn/SUG502.pdf

3RS H it 3.1 BAFIIE

3 RH&Z1it

3.1 RHIEE

GMD V1.1,

3.2 M RMEE

Project Explorer L i, #2407 THE, £k $ “Properties > C/C++
Build > Settings” &1, FCE 4T LENZSEUEME, W& 3-1 Fix.

E 3-1 R mEE

W
type filter text Settings &~ T
Resource N
v C/C++ Build
Build Variables Configuration: |Debug [ Active ] ~ | Manage Configurations...
Environment
Logging
Settings & Tool Settings # Toolchains M Devices Build Steps Build Artifact \n_T} Binary Parsers | 4 | *
Tool Chain Editor BT o
¥ et i - v
C/C++ General = argl; . nl:ycessor ARM family cortex-m3
@ Optimization . .
MCU 4 X Architecture Toolchain default ~
) (2 Warnings
Project References ® Deb 8 . humb humbs
Run/Debug Settings ? ebugging Instruction set Thumb (-mthumb) b
v & GNU ARM Cross Assembler [ Thumb interwork (-mthumb-interwork)
(& Preprocessor X .
“ Endianness Toolchain default ~
(# Includes
(& Warnings Toolchain default
(& Miscellaneous : :
w B GNU ARM Cross C Compiler IR Al
(2 Preprocessor Unaligned access | Toolchain default ~
(2 Includes o :
(5 Opfimization Generic (-mcpu=generic)
& Warnings Toolchain default
(& Miscellaneous : :
v B GNU ARM Cross C Linker Tl ki
#2 General Toolchain default
(# Libraries ;
(& Miscellaneous (Evelfzz fesing)
w B GNU ARM Cross Create Flash Image Small (-memodel=small)
B G |
(& Genera L Strict align (-mstrict-align)
v & GNU ARM Cross Print Size
(& General Other target flags .

IPUG936-1.1 13(23)




3 B ZE it 3.2 B miki B

3.2.1 Target Processor ECE

fic & “Target Processor > ARM family” &,

o N 240 GWINSE-2C 1 GW1INSER-4C, &AL E N
“cortex-m3”

o At GWINE-9C, ZIEWIELE A “cortex-m1”
%1 GW1INSER-4C, i 3-2 Fiir.
[¥] 3-2 Target Processor EC &

B Tool Settings &3 Toalchains M Devices ,# Build Steps Build Artifact Binary Parsers | ¢  *

(22 Target Processar ARM family cortex-m3 b
(2 Optimization
(% Warnings
(& Debugging Instruction set Thumb (-mthumb) ~
v B3 GNU ARM Cross Assembler

(8 Preprocessor

(# Includes

(# Warnings

(2 Miscellaneous

Architecture Toolchain default ~

O Thumb interwork (-mthumb-interwork)

Endianness Toolchain default w

Toolchain default

w 3 GNU ARM Cross C Compiler TITEIETIEEL
(# Preprocessor Unaligned access |Toolchain default ~
(2 Includes

(& Optimization Generic (-mcpu=generic)

(2 Warnings
# Miscellaneous

Toolchain default

v & GNU ARM Cross C Linker foclhaln defant
# General Toolchain default

(2 Libraries
(# Miscellaneous
w & GNU ARM Cross Create Flash Image

Enabled (+simd)

Small (-memodel=small)

G I

(& Denera L Strict align (-mstrict-align)
v B3 GNU ARM Cross Print Size

& General Other target flags

3.2.2 GNU ARM Cross Assembler Bt &

BLE “GNU ARM Cross Assembler > Preprocessor > Defined symbols
(-D)” LI, ZIATAE N “__STARTUP_CLEAR_BSS”, & 3-3 fif/x.
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3 B ZE it 3.2 B miki E

& 3-3 GNU ARM Cross Assembler it &

@ Tool Settings & Toolchains M Devices # Build Steps Build Artifact Binary Parsers 1 *

(22 Target Processor Use preprocessor
(# Optimization [ Do not search system directories (-nostdinc)
(#& Warnings [JPreprocess only (-E)

i) |
(£ Debugging Defined symbals (-0} SRR
v B3 GNU ARM Cross Assembler

33 Preprocessor
(2 Includes
# Warnings
& Miscellaneous
v B GNU ARM Cross C Compiler
(# Preprocessor
(2 Includes
2 Optimization
# Warnings
# Miscellanecus
wv %3 GNU ARM Cross C Linker

2 General
(2 Libraries Undefined symbals (-U) &=

# Miscellaneous

v &3 GNU ARM Cross Create Flash Image
# General

v B3 GNU ARM Cross Print Size
# General

3.2.3 GNU ARM Cross C Compiler B0 &

lit & “GNU ARM Cross C Compiler > Includes > Include paths (-1)” i%&
T, ZIETECE N AT TR C Sacth oI Hgit, il 3-4 Fiw.

41 GWINSER-4C, C LCHBRAEHLE, WTH R,
"${workspace_loc:/${ProjName}/BroadKey/include}"
"${workspace_loc:/${ProjName}/BroadKey/src}"
"${workspace_loc:/${ProjName}/CORE}"
"${workspace_loc:/${ProjName}/PERIPHERAL/Includes}"
"${workspace_loc:/${ProjName}/SYSTEM}"
"${workspace_loc:/${ProjName}/USER}"

IPUG936-1.1 15(23)




3 B ZE it 3.2 B miki E

[# 3-4 GNU ARM Cross C Compiler B E

& Tool Settings % Toolchains M Devices # Build Steps Build Artifact Binary Parsers | * |

(% Target Processor Include paths (-1} & :D = &
# Optimization
(% Warnings

5P J]
"${wor|-cspace |C|c,l’${F'roJName}fBroadKeyfsrc}

(# Debugging "${workspace_loc;/${ProjName}/CORE}"
~ [ GNU ARM Cross Assembler "${workspace_loc;/${ProjName}/PERIPHERAL/Includes}"
(2 Preprocessor "${workspace_loc;/${ProjName}/SYSTEM}"
(2 Includes “${workspace_loc:/${ProjName}/USER}"

(# Warnings
(£ Miscellaneous

~ [ GNU ARM Cross C Compiler
(% Preprocessor Include system paths (-isystem) 4
(2 Includes
(# Optimization
(# Warnings

# Miscellaneous
v B GNU ARM Cross C Linker
(# General
(22 Libraries
(2 Miscellaneous
~ [ GNU ARM Cross Create Flash Image
(# General Include files {-include) 4
v B GNU ARM Cross Print Size
(Z General

3.2.4 GNU ARM Cross C Linker Bt &

Script files EC &
lic & “GNU ARM Cross C Linker > General > Script files (-T)” £,

o R A GWINSE-2C, ZiE&Iif & AN
Gowin_EMPU(GW1NS-2C) GMD Flash ##%% “gw1ns2c_flash.ld”

o "${workspace_loc:/${ProjName}/gwins2c_flash.Id}"

o IR R UL GWINSER-4C, %kl & N
Gowin_EMPU(GW1NS-4C) GMD Flash ##%% “gw1ns4c_flash.ld”

o "${workspace_loc:/${ProjName}/gwinsdc_flash.ld}"

o N4 GWINE-OC, %A E &y Gowin_ EMPU_M1 GMD
Flash 4% “GOWIN_M1_flash.ld”

"${workspace_loc:/${ProjName}/GOWIN_M1_flash.Id}"
fltn, GWINSER-4C GMD Flash ##Z45CE, WKl 3-5 Fiw.
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3 B ZE it 3.2 B miki E

[#] 3-5 GNU ARM Cross C Linker > Script files fC &

% Tool Settings ) Toolchains M Devices # Build Steps Build Artifact Binary Parsers | *

(% Target Processor Script files (-T) & w8
# Optimization
(2 Warnings

(# Debugging
w [y GNU ARM Cross Assembler
@ Preprocessor
(2 Includes
(# Warnings
2 Miscellaneous
w [ GNU ARM Cross C Compiler
@ Preprocessor
# Includes
# Optimization
# Warnings
(# Miscellaneous
w B3 GNU ARM Cross C Linker
% General
2 Libraries
(# Miscellaneous
w B3 GNU ARM Cross Create Flash Image
% General
w B3 GNU ARM Cross Print Size
# General

Libraries it &

fic & “GNU ARM Cross C Linker > Libraries > Libraries (-1)” #1“Library
search path (-L)” &

o HLEZL4 R GWINSE-2C Al GW1INSER-4C, Libraries it & 4l
S
Libraries (-1):
lidbroadkey pro 256 _noenroll_m3
Library search path (-L):
“{workspace_loc:/${ProjName}/BroadKey/lib}”
o R4 GWINE-9C, Libraries it & 41 FFTR.
Libraries (-1):
iid_bk_pro 256 _no_enroll_m1
Library search path (-L):
“{workspace_loc:/${ProjName}/BK/lib}’

%, GWINSER-4C, Libraries Bt &, WK 3-6 ffix.
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3 B ZE it

3.2 Bt mikRE

3.2.5 GNU ARM Cross Create Flash Image BC &

IPUG936-1.1

[& 3-6 GNU ARM Cross C Link > Libraries Bt &

B Tool Settings i Toolchains M Devices # Build Steps

(8 Target Processor
(# Optimization
(# Warnings
(# Debugging
~ By GNU ARM Cross Assembler
@ Preprocessor
(# Includes
(2 Warnings
(# Miscellaneous
v B GNU ARM Cross C Campiler
(22 Preprocessor
(22 Includes
(22 Optimization
(22 Warnings
(# Miscellaneous
w By GNU ARM Cross C Linker
(2 General
(2 Libraries
(2 Miscellaneous
~ B GNU ARM Cross Create Flash Image
(2 General
~ By GNU ARM Cross Print Size
(22 General

Build Artifact Binary| *

Library search path (-L)

€ a8

"${workspace locy/${ProjName}/BroadKey/lib}"

B & “GNU ARM Cross Create Flash Image > General > Output file
format (-0)” &I, ZEACE N “Raw binary”, 1 3-7 Fir.

3-7 GNU ARM Cross Create Flash Image B2 &

B Tool Settings &) Toolchains M Devices & Build Steps

@ Target Processor
(# Optimization
(& Warnings
(# Debugging
v Iy GNU ARM Cross Assembler
@ Preprocessor
(2 Includes
(2 Warnings
2 Miscellaneous
v 3 GNU ARM Cross C Compiler
@ Preprocessor
(2 Includes
(% Optimization
2 Warnings
# Miscellaneous
v B GNU ARM Cross C Linker
(2 General
(3 Libraries
# Miscellaneous
~ ) GNU ARM Cross Create Flash Image
(%% General
v 33 GNU ARM Cross Print Size

[JSection: -j text
[ Section: -j .data

Other sections (-])

Build Artifact Binary * | *

Output file format (-O) | Raw binary

(2 General
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3 B ZE it

3.3 4 i

3.3 YmiE

S TR AL <N, R S

PR AR

2 BIN 3CF:,  anf&l 3-8 fror

& 3-8 4miF

 C/C++ - bk with_no_enroll GWINSER 4C/USER/main.c - GOWIN MCU Designer - o x
Fle Edit Source Refactor Navigate Search Project Run Window Help
Dl [ B~K-Bin|Si% Wit-i®s- - §- - - BB
[ Project Explorer 52 B% Y= 0 [2mainc 5T =8 Fox ™ =8
O ade 1 ~ SPLIE R
£ ahb_arbiter Copyright (C) 2014-2820 Gowin Semiconductor Technology Co.,Ltd-[ o gwinsdch
T ahb2_exi Includes --- U broadkey demo_app
1 apb2_exi #include "gulnsdc.h” o iid printh
h 17 #include "broadkey_demo_app.h” -
T3 bk with_enroll manufacture imiode 130 e = iid_usarth
TJ blewith_enroll_manufacture_ GWINSER_4 19 #include "iid usart.h” ® _puf:int
I bk with_no_enroll 1.1 20 ® _ac:int
p . 21 IMports —----omm-momoooo s -
v e b:’W‘th’?nfenrﬂ‘lfGW'NSER*"C 22 extern int _puf;//define in guinsdc_flash.ld BUF addr # FLASH_AC_BASE
3 Binaries 23 extern int _ac; vlnsdc_flash.ld AC_FLASH address % ReadFlashDetain(uint
&)l Includes 24 ++° hex2char(uintd 1) : uir
(= BroadKey e 145 print_byte(uint8_t) : ve
(= CORE 2 & main( - int
(= Debug 28 Decla'aéticﬂz - ( st ® % hex2char(uint8 1) : uir
29 static void ReadFlashDetain(uint32 t *data); P .
& PERIPHERAL 30 static uintd t hexzchar(uints t va); o print byte(uint g : vc
(= Script 31 static void print_byte(uint3_t va); © 5 ReadFlashDetain(uint
(= STARTUP 32
B SYSTEM 345 int main()
v @ USER s
[ endianc 36 uints_t * sram puf = (uintd_t *)&_puf;
®) endianh 3 uint8_t * sram_ac = (uint8_t *)& ac;
38
[ gwinsdc_confh 39 uint3z_t data[256] = {8};
(€] gwinsdc jtc 48 uint32 t i :
8] gwinsd ith 41 uint E *p = (uints_t *)data;
¢] main.c 43 SustemInit()://init sustem &
T oml_ahb2_exi < > < >
U cm1_apb2 exi 1#] Problems | Tasks B Console 1 [ Properties [ Debugger Console Lo Ry e e = R i =
W cml_can CDT Build Console [bk with_no_enroll GWINSER 4]
U cm1_ddr3 14:44:46 **** Incremental Build of configuration Debug for project bk_with no_enroll GWINSER 4C ==+
T cm1_dualtimer make all
T e ethernet Invoking: GNU ARM Cross Print Size
& o futh arm-none-eabi-size --format=berkeley "bk with_no_enroll GWINSER_4C.elf"
cm1 fatfs text  data bss hex Filename
O cm freertos 27928 1684 1164 30176  75e0 bk_with_no_enroll GWINSER_4C.elf
& el jze Finished building: bk with_no_enroll GWINSER 4C.siz
@ cmi_keysean
O cml_led 14:44:47 Build Finished (took 656ms)
3 em_led_boot embflash |
T3 el mm
< >

3.4 &

i F R 4% T B Programmer, F#E30FgmfE 3t BIN 0.

% GMD 32542 Run > Programmer B¢ T BL#% “ L%
Programmer, 411 3-9 fix.

!
JRA @R AR 7 33T IT Programmer: &z =

IPUG936-1.1

7, TP REIA
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3 B ZE it

3.4 F#;

[ 3-9 Programmer 3 AR

W C/C++ - blk_with_no_enroll_GW1NSER_4C/USER/main.c - GOWIN MCU Designer - O X

File Edit Source Refactor Navigate Search Project Run Window Help

mifSe & ~-&]~-EBiw
I Project Explorer & = 8
= <5==='> -
adc ~

a

1 ahb_arbiter

1J ahb2_exi

1J apb2_exi

I bk with_enroll_manufactu
1 bk_with_enroll_manufactui
I bk with_no_enroll_1.1

=

bk_with_no_enroll_GW1N:

i,;}

[ap! Includes

(2= BroadKey

(= CORE

(2= Debug

== PERIPHERAL

[z Script

= STARTUP

(= SYSTEM

v = USER

endian.c
endian.h
gwlnsdc_confh
gwlnsdc_itc
gwlnsdc_ith
main.c

L T o N R

< >

v

Binaries

E“"dz UE‘% #5 - Ui'i Programmer hd
r— | [l | B
, -

[€ maine 52 Debug History >1 8 ox % =0
1 Debug As LI PN B3 " e
s@ * Copyr .

z opy Debug Configurations... \ -

5 Includes - o Toggle Breakpoint Ctrl+Shift+B i = gwinsdch
16 #include "gwl . . -

17 #include "bro ® Toggle Line Breakpoint =1 broadkey d
18 #include "iid Toggle Method Breakpoint W iid_printh
19 #include "iid X X = iid usarth
28 Toggle Watchpoint - o '

21 /* Imports -- % Skip All Breakpoints Ctrl+Alt+B = by . i
22 extern int __ R , ® _ac:int

23 extern int _ Remove I'AII Breakpoints A # FLASHACB
;; . verae Breakpoint Types > Hs ReadFlashD:

+4+5 hex2char(uir
145 print_byte(ui
@ main{) : int

#define FLASH AC_BASE (FLASH_BASE + @x7C8@) //user fl:

/* Declaractions -—----- -
static void ReadFlashDetain{uint32_t *data);
static uint3_t hex2char(uintd_t va);

29
) @ 9 hex2char(uir
31 static veid print_byte(uint8 t va);

32

33

® % print_byte(ui

" @ 5 ReadFlashD:
< > < >
& Console 2 3 = 0O
$ GG BEHEEFR MR
CDT Build Console [bk with_no_enroll GWI1NSER_4C]
arm-none-eabi-size --format=berkeley "bk_with_no_enroll GWINSER_4C.elf" ~

text data bss dec hex filename
27928 1@84 1164 38176 75e@ bk_with_no_enroll_GWINSER_4C.elf
Finished building: bk_with_no_enrcll_GWINSER_4C.siz

Writable Smart Insert 40:18 : =]

#.i7 Programmer 3¢ 5.4 Edit > Configure Device 5t T. 2.~ Configure

€«

Device

2”7, ¥TH Device configuration.

3.4.1 GWINSE-2C (Gowin_EMPU(GW1NS-2C))

IPUG936-1.1

A4S GWINSE-2C, FHUEMHERE, & 3-10 Fivr.
Access Mode THi%l&, % “SecureFPGA Mode” &1,
Operation F$7%1%, i%4%“Firmware Erase, Program Securely ”i% il .

“FW/MCU/Binary Input Options > Firmware/Binary File” £, §A
B g% k] BIN ST

%ﬂ-:l « Save ”

» RN BB IERCE .
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3RS H it 3.4 T

3-10 THEMRE
G Device configuration ? -

Device Operation
heocess Mode: Secur eFFGA Mode -

Operation: Firmware Erasze, Program Securely -

Firmware Erase, Program, Yerify with Seeurity(lne Time Frogrammable For
Key suthentication Code)

FY/MCU/Binary Input Options

Firmare/Binary File: |o_enroll 1. 1/Debug/bk_with no_ereoll_1.1. bin| I . I

Save Cancel

56 /% Device configuration J5, i Programmer T. Hf=
Program/Configure™+, 58 %% 450 if GW1INSE-2C # 4w fE — i3t #] BIN 3
EREG

3.4.2 GWINSER-4C (Gowin_EMPU(GWI1NS-4C))

%4t B GWINSER-4C, F#HEMME, WK 3-11 Fix.

Access Mode #1411, & “SecureFPGA Mode” i1,
Operation 7413, &#“Firmware Erase, Program Securely ” % i .
“Programming Options > File name” &3, S5 NGBS 1.

“FW/MCU/Binary Input Options > Firmware/Binary File” £, S A
B g% k] BIN X

iy “Save”, SEM T EEIERCE
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3 B E R 3.4 T#

3-11 TEHERMEE

W Device configuration ? >

Device Operation
fAccess Mode: Seour eFFGA Mode -

Operation: Firmware Eraze, Program Secureliyr -

Firmware Erase, Prozram, Verify with Seourity(One Time Programmable For
Eey Authentication Codel

Programming Options

File name: |’H1HSER4C_QH48G_V1. l/secure_fpza/impl/por/secure_fpza f=

User Flaszh Initialization

Y AMCU Binary Input Options

Firmwars/Binary Fils: ER_4C,-"Debugf|:uk_with_no_enroll_G'n'q'lHSER_4C.]:uin| [...]

Save Cancel

56 /% Device configuration J5, i Programmer T.Hf=
Program/Configure ', 5% 45t Fif GWANSER-4C B {1 1+ it SO Al
B g AE k] BIN X T3

3.4.3 GWINE-9C

MR GWINE-9C, TEEMHRE, W 3-12 Fimx.

Access Mode FHi%l#, %+ “SecureFPGA Mode L” 1.

Operation 7413, i%£#“Firmware Erase, Program Securely " 3£ .
“Programming Options > File name” &3, S5 NGBS 1.

“FW/MCU/Binary Input Options > Firmware/Binary File” £, %
B g% k] BIN ST

iy “Save”, SEM T EEIERCE
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3RS H it

3.5 2% i

IPUG936-1.1

3-12 FTHRMEE

W4 Device configuration ? >

Device Operation
hocess Mode: SecureFFGA Mode L -

Operation: Firmware Eraze, Program Securely -

Firmtare Erasze, Program, Yerify with Seowrity(One Time Programmable For
Eey huthentication Code)

Programming Options

File name: |C:/Users/liukai Desktop/secure_fpga. fs

Uzer Flash Initialization

FWMCU/Binary Input Options

Firmware/FBinary File: er5,-"1iu]{ai,-"]]esktopﬂ}'ﬁ'lHS—QE_bk_no_enrnll.]:uin| I .. |

Save Cancel

56 /% Device configuration J5, i Programmer T.Hf=

Program/Configure™+, 5&% %450 GWINSE-9C f {4 ¢ TH i ST 1k
PEgmFE ] BIN SCPF T 2.

3.5 & Fi

Gowin SecureFPGA /= /it GW1NSE-2C(Gowin_EMPU(GW1NS-2C)).

GW1NSER-4C (Gowin_EMPU(GW1NS-4C)) #1 GW1NE-9C
(Gowin_EMPU_M1) #{gmfei&it, 155%:

IPUG519, Gowin_ EMPU(GW1NS-2C) IDE #ft: %% T- it
IPUG516, Gowin_ EMPU(GW1NS-2C)# 4 4w 15 %% T-/lit
IPUG928, Gowin_EMPU(GW1NS-4C)_IDE #f4-&% F/iit
IPUG931, Gowin_EMPU(GW 1NS-4C)# {1 45 2% T it
IPUG536, Gowin_EMPU_M1 IDE #4522 T-iit
IPUG533, Gowin_EMPU_M1 3444 2225 T /it
SUG502, Gowin Programmer F /" #57
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http://cdn.gowinsemi.com.cn/IPUG516.pdf
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http://cdn.gowinsemi.com.cn/IPUG536.pdf
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