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1 BEET 1.1 W25 3t

1 St

1.1 SR

Gowin SecureFPGA 7= iy GWINSE-2C #2 i 2% it il 5%
AR 22501
Gowin_SecureFPGA\GWI1NSE_2C\IID\ref_design\FPGA_RefDesign

1.2 BF&E it

Gowin SecureFPGA 7~ iy GW1INSE-2C ##£t GOWIN MCU Designer
(V1.0 R VA ERRAS) BAFA SRR AT i 225 B0t I8 SRk ~ 2%
Wit
Gowin_SecureFPGA\GW1NSE_2C\IID\ref_design\MCU_RefDesign\GMD
_RefDesign
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2 WSt 2.1 TEfFIR L

2@#%%1&*‘»‘!‘

2.1 EHIFR

® DK-START-GWI1NSE2 V3.1
® GWINSE-UX2CLQ144C5/14

2.2 U

Gowin_V1.9.5.01 Beta 2 b\ FhA

2.3 BHFSERITEE

PL#EAT T & T B DK_START _GWINSE2 V3.1 %1t N,
22 WL E, Wk 2-1 pios.

xk 21 B E IR E

e £ 176 T3 i B 240
Sram Size 8KB
UARTO Enable
Timer0 Enable
Timerl Enable
WatchDog Enable

SRAM Size lit & N 8KB, {#f 4 4~ BSRAM, %4~ BSRAM KN & #
W, WFE 2-2 s,
% 2-2 BSRAM i B 4%

BSRAM LR E

bram_sp_0 BSRAM_R6[0]
bram_sp 1 BSRAM_R6[1]
bram_sp 2 BSRAM_R6[2]
bram_sp_3 BSRAM_R6[3]
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2 2% it

2.4 FNBHRIT

24 FIANEZWIT

LA & T A DK_START_GWINSE2 V3.1 &% ¥ it .

WA I Gowin =IREAT, K §142 File > Open > secure_fpga,
SANEHEZHE R, WE 2-1 k.

Ay A3
E 2-1 SNBSSt
s coms i - =
File Edit P T ' [ =] %]
NN = == T | o
eSS - hox& U
Eecent Projects:
Huick Start
secure_fpga
Di\user-bak'\Users\roof\Desktopsec —
5 = =
New Project Open Project Open Exanple Project
™
Ky Open File u
— P
@lr\.)'| . » secure_fpga » v | 3 || IEE secure fogs }J| 1
|R v EEiE =~ 0 @
= =\ ‘=& iR EE E=id) Fel
l AR 2020/5/9 17:15  ziE
. src = |
A= = secure_fpga.gpr] Adobe Acrobat ... 1 KB
=)l Subversion || secure_fpga.gprj.user 2020/5/9 17:24 USER 374 2KB
|
=B8R
B
& 5%
o S, A
BN v [AllFiles () ¢ -
B [ 7700 || = |
V& —— = '
| |

T 225 Bt TRESCIFIE, W3k 2-3 FoR.

% 2-3 BHE&E & IHaR

CAE

ik

gowin_empu.v

IP Core Generator /=411
Gowin_EMPU(GW1NS-2C) MCU ¥ it

secure_fpga.v

Gowin_EMPU(GW1NS-2C) MCU Top Module 527
AFNR P R

secure_fpga.cst

YIEZI K
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2 2% it 2.5 LI B

2.5 IXINAC &

251 EZHIETMEE

CEEIEDIRCE, WK 2-2 B,
® k44 T A Synplify Pro B GowinSynthesis™
® RIFW I ISEERTZAR AR, ELE Top Module/Entity
® MR ISR 1%, FCE Include Path
E 22 ZZEETRE

ji Configuations _Lé..J
Synthesize
4 Synthesize Cerens
General Synthesis Tool: () Synplify Pro (@ GowinSynthesis
4 Place & Route Top Module/Entity: Gowin EMFU_template
General Include Path: [:]
Dual-Purpose Pin
GowinSynthesis

BitStream

V¥erilog Language: [System Verilog 2017 V]

VDL Language: | VADL 2008 ~|

Looplimit: 2000 =
I:‘ Dizable Insert Fad
Ram R/ Check

[1):4 ] ’ Cancel ] ’ Apply
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2 2% it 2.5 SEIIfL B

2.5.2 /B LA E

General fit &
i JSAi sk General it &, W& 2-3 fizs.
& 2-3 7 /5% % General EZTECE

{4y Configurations u

Place & Route

. .
Synthesize Category: |ALl - Eeset all to defanlt

General _
4 Place & Route Label Value 5
General Generate SDF File False
Dual-Purpose Pin Generate Constraint File of Ports False
BitStream Generate [BIS File False
Generate Post-Place File _E
Generate Post-PMR Simulation Model File True
Initialize Primitives False
Show All Warnings False
Generate Plain Text Timing Report False i
Run Timing Driven True
Use SCF False
Not place register to IOB False
(Beomote Ohsizal Constrsint Warninots Beror  Fslsa =
Generate Post-Flace File Default: . posp

[ o ][ Pl ][ hpply

l4n.

® INHEFE “Generate Post-Place File” i&1ji A True, Ni%H
Post-Place File.

® Al E “Generate Post-PNR Simulation Model File ” %15~ True,
)% 4 Post-PNR Simulation Model File.
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2 2% it 2.5 LI B

BitStream Bt &
fi S A £ BitStream &, & 2-4 Fios.
& 2-4 5% %k BitStream EINECE

Ay Configurations — (x
BitStream
4 Synthesize Ensble CEC Check
General D Enable Compress
4 Place & Route Enable Encryption (only support GHEA)
General , Key (Hex)
D.ual-Purpose all Enable Security Bit
BitStream
I [C] Print BSEAM Initisl Value I
Background Frogramming
I I:‘ Secure Mode(device can be programmed only omcel I
Wale Up: [o |
Downlead Speed (MHz): [2.500 (default) =]
SPI Flash hddress: OOFFFOO0
USERCODE: @ Default () Custom |00000000
Bitstream Format: @ Text () Binary
0K l ’ Cancel ] [ Apply

i an .

® Z:H “Print BSRAM Initial Value” £

® i F 4 FPGA =it KBy, Z5H “Secure Mode(device can be
programmed only once) "I 5, 77 1] GWINSE-2C ¥ fg N —IX,
ANBEF kS R

® /4 FPGA &M B, {fE “Secure Mode(device can be
programmed only once)” &I, SZIl FPGA 4 1jgE.
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2 2% it

2.6 LiEr

2.6 ZE

247 Gowin =R 454 1. A Synplify Pro 5 GowinSynthesis, %

EES%E %, WK 2-5 .

B 2-5 ZRAaSEEit

- ler Edit Broject  Tools - Windows Help

- = T

D E = j o & Ik
Frocess & x

| Design Summary
4 [} User Constraints

Synthesis Messages
[4] FloorPlanner

 Timing Canstraints Editor

4 D synthesize

Design Settings

Resource Report Title

E o Resource Usage Summar
Synthesis Report 9 Y

Netlist File
4 Place 8. Route

e Design File
= Resource Utilization Summary

Timing

Place & Route Report » Clock Summary
Timing Analysis Report
Ports & Pins Report
Power Analysis Report

GowinSynthesis Constraints
File

GowinSynthesis Verision

ing Report
9 Hep Created Time

- Performance Summary

LEQE‘ Announcement

I Program Device o Detail Timing Paths Informations

Synthesis Messages

s x|

GowinSynthesis Report

D:\user-
bak\Users\root\Desktop\secure_fpga\srcigowin_empulgowin_empu.v
D:\user-bak\Users\root\Desktop\secure_fpga\srcisecure_fpga.v

GowinSynthesis v1.9.5.01Beta
Sat May 09 18:15:27 2020

Copyright (C)2014-2020 Gowin Semiconductor Corporation. ALL rights
reserved.

- Message
o Summary
Top Level Module: Gowin_EMPU_template
Part Number: GW1NSE-UX2CLO144C5/14
< i ] »
Desian | Process | Hierarchy ‘ g Start Page 8 Design Sumnary %] secure_fpga_syn rpt. hinl %] ‘
Cutput. g %
Info (DIC0001) : Run device independent optimization =
Info (DIGO00E) : Register and gate optimizing before inferencing
Info (DSPO001) : DSE inferencing
Info (RAMOOOL) : RAM inferencing
Info (DICO001) : Run device independent cptimization
Info (DICO007) : Register and gate optimizing before mapping
Info (MAPOOO1) : Run tech-mapping
Info (DIC0001) : Run device independent optimization
Info (3YN0OO09) : Write post-map netlist to file: D:\user-bak\Users\root\Desktop\secure fpga\impl\gwsynthesis\secure fpga.vg E
Info (RPTO004) : Write report to file: D:\user-bak\Users\rootr\Desktop\secure fpga\impligwsynthesis\secure fpga syn.rpt.hcml
[ comnit
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2 2% it

2.7 fii RiAi 2k

2.7 Ttk

SERGEE R, 1847 Gowin = YR AT A 2k 1 H. Place & Route, fii
JAARLE, PRSI SCE, Kl 2-6 Ais.

& 2-6 Gtk

k‘l GOWIN FPGA Designer - [D:\user-bak\L \secure. fpga red
 Fle Edit Project Tools Window Help BEE

&

Frocess & X

| Design Summary

4 )% User Constraints

Synthesis Report
Netlist File

4 @ Place & Route
Place & Route Repart
Timing Analysis Repart
Ports & Pins Report
Power Analysis Report

- PnR Messages

o I/O Bank Usage Summary

> Router

Global Clock Usage Summary

« Global Clock Signals
> Pinout by Port Name

All Package Pins

Physical Constraints File
Timing Constraints File
GOWIN Version

Part Number

Created Time

Legal Announcement

PnR Messages

D:\user-bak\Users\root\Desktop\secure_fpga\src\secure_fpga.cst

V1.9.5.01Beta
GWINSE-UX2CLQ144C5/14
Sat May 09 18:17:00 2020

Copyright (C)2014-2020 Gowin Semicenductor Corporation. All rights reserved.

I - FloorPlanner o PnR Details
i 7 Timing Constraints Editor o placer Report Title Gowin PnR Report
4 () synthesize
e o Resource Usage Summary Design File D:\user-bak\Users\root\Desktop\secure_fpga\impl\gwsynthesis\secure_fpga.vg

T Program Device
o Memory Usage

PnR Details

Placer:

[ Starting Placer:

| Placement Phase 0 ... REAL time: 0.045 secs -
< il v

Design | Process | Mierarchy | | ¢ Start Page Design Sunnary v secure_fpga. rpt. htnl [x] ‘

Output & X
Info (FS0002) : Bitstream generation completed. -
Info (PW0001) : Power analysis completed.

Info (CM0008) @ Generate 'D:\user-bak\Users\root\Desktop\secure_fpga\impl\pnrisecurs_fpga.power.html' file completed.

Info (CMOO08) : Generate 'D:\user-bak\Users\root\Desktop\secure_fpga\impl\pnr\secure fpga.pin.html' file completed.

Info (croo08

Info (cMo008)

: Generate 'D:\user-bak\Users\root\Desktop\secure fpgs\impllpnr\securs foga.rpt.html' file compleced.
: Generate 'D:\user-bak\Users\root\Desktop\secure fpga\impl\pnr\secure fpga.rpt.txt' file completed.

Info (CMOO0E) @ Generate 'Di‘user-bak\Users\root\Desktop\secure fpga\impllpnrisecure fpga.vo' file completed.

Info (CMOO0E) @ Generate 'Di‘user-bak\Users\root\Desktop\secure fpga\impl\pnrisecure fpga.tr.html' file completed. E
Info (CM0008) : Gemerate 'D:\user-bak\Users\root\Desktop\secure fpga\impl\pnr\secure fpga.posp' file completed.

Info (CM0001) : Sat May 09 18:17:00 2020

Comnit

Duiput | Tssues

2.8 T#;

SERAT AL, PP AR RO S, A Gowin YRR A
Programmer T #8AF, T#ASm A

£ Gowin =YRHAF P E 2B IR, FTHF R #4144 Programmer .

¥ Programmer 25+ Edit > Configure Device 5{ T. E.£ Configure
Device#, FJJF Device configuration.

Access Mode %3, ## “Embedded Flash Mode” i1,

Operation F$741#, i%&# “embFlash Erase, Program” i&Ijiak
“embFlash Erase, Program, Verify” %

£ “Programming Options > File name ” 35 5 AN RS IR S04

i Save, SERCTHAETACE, WK 2-7 Fx.

UG936-1.0 8(20)




2 W22 %1t 2.9 % Tt

E 27 THETEE

4 Device configuration |2 |
Dewice Operation
Aecess Mode: [Embedded Flaszh Mode T]
Operation: lemelash Erase, Frogzram "]

Eraze and program the embedded flash Make swre the config frequency
must be less than 25Mhz.

Frogramming Options

File name: Usersfroot/Desktop/secure_fpgalimpl/porSsecure_fpga. £x D

Uzer Flash Initialization

| Save || Cemcal |

5% Device configuration j5, .17 Programmer . HA%
Program/Configure™ &, 58 R TS T 2%

2.9 &EFif

Gowin SecureFPGA 7= /i GW1INSE-2C f#if-¥#it, iE&%.
IPUG517, Gowin EMPU(GW1NS-2C)f#f it =% Tt
SUG100, Gowin z Y544 H - 45 e

SUG101, Gowin it £k T5E

SUG502, Gowin Programmer J ) 554

UG936-1.0 9(20)
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http://cdn.gowinsemi.com.cn/SUG101.pdf
http://cdn.gowinsemi.com.cn/SUG502.pdf

3 B ZE it

3.1 B

3$ﬁ1¢§%‘iﬁi‘l‘

3.1 ]G

GOWIN MCU Designer V1.0 L E A

3.2 BAEE it

AT R T RS .

M iFi# FF GOWIN MCU Designer, #2554~ File > Import Projects
from File System..., SARMHgIESFE T, WA 3-1 Fios.

3-1 FASE R

Wy Import Projects from File System or Archive

Import Projects from File System or Archive

This wizard analyzes the content of your folder or archive file to find projects and import them in the IDE.

Import source:  D:\GMD\workspace'bk_with_no_enroll_1.1

A | Directory... ]l[ Archive... ]

type filter text [ Select All ]
Folder Import as
B I Deselect All ]
bk_with_no_enroll_1.1 Eclipse project

Use installed project configurators to:
Search for nested projects
Detect and configure project natures

Working Sets

[C] Add project to working sets

"
(‘_?/.

< Back Next =

1 of 1 selected

[[Hide already open projects

Select...

Finish l [ Cancel

UG936-1.0
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3 Bl H it

3.3 LT E

3.3 R

GOWIN MCU Designer f{] Project Explorer #L&, &40 T, £
e & 4/ LR S5

Bi%kPE “Properties > C/C++ Build > Settings” #£T,
ﬁn@ 3'2 Fﬁﬂ—‘—\‘o

T,

B 3-2 fiFiIE AL E

% Properties for bk_with_no_enrall_1.1

type filter text

|- Resource

Settings

a C/C++ Build

bBulld Vanables

Environment

Configuration: IDebug [ Active ]

'] [ Manage Conﬁgurations...]

> CfC++ General

= MCU
Project References
Run/Debug Settings

(# Optimization
(# Warnings
(# Debugging
a4 ) GNU ARM Cross Assembler
@ Preprocessor
# Includes
# Warnings
(# Miscellaneous
4 % GNU ARM Cross C Compiler
(# Preprocessor
(2 Includes
(# Optimization
# Warnings
2 Miscellaneous
4 3 GNU ARM Cross C Linker
# General
(# Libraries
(# Miscellaneous
4 %y GNU ARM Cross Create Flash Image
# General
4 3 GNU ARM Cross Print Size
# General

Loaging
Settings ) Tool Settings | % Toolchains | i Deuicesl # Build Stepsl Build Arlifacll Binary Parsersl W 2
Tool Chain Editor

|@ Target Processor| ARM family [corle'x- m3 ']

Architecture

[Toolchain default

Enstruction set

IThu mb (-mthumb)

(| Thumb interwork (-mthumb-interwork)

m

Endianness

|Toolchain default

Float ABI

FPU Type

Toolchain default

Toolchain default

lUnaligned access IToolch.ain default

jatirched family
Feature crc
Feature crypto
Feature fp
Feature simd

Code model
Strict align (-mstrict-align)
Other target flags

Toolchain default
Toolchain default
Toolchain default

Enabled (+simd)

Generic (-mcpu=generic)

Small (-mcmodel=small)

OK

Cancel

UG936-1.0
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3 Bl H it

3.3 LT E

3.3.1 Target Processor BCE
fic & “ Target Processor > ARM family 7% 3, %3 IilC & A cortex-m3”,

UG936-1.0

ﬁn E 3'3 Fﬁ/j—:\‘ o
[%¥] 3-3 Target Processor 0 &

B Tool Settings | &3 Toolchains | o Devicesl 44 Build Stepsl

Build Artifact | Binary Parsers | 0

(# Target Processor

1%

[

[

[

1%

(22 Optimization

(2 Warnings

(# Debugging

3y GNU ARM Cross Assembler
@ Preprocessor
(2 Includes
(2 Warnings
(# Miscellaneous

By GNU ARM Cross C Compiler
(¥ Preprocessor
(2 Includes
(# Optimization
(# Warnings
(# Miscellaneous

3y GNU ARM Cross C Linker
# General
(# Libraries
(# Miscellaneous

3y GNU ARM Cross Create Flash Image
(# General

3 GNU ARM Cross Print Size
(# General

ARM family [cortex-mS

Architecture [Toolchain default

[Thumb (-rmthumk)

Instruction set

[ Thumb interwork (-mthumb-interwork)

Endianness ’Toolchain default v]
Float ABI Toolchain default
FPU Type Toolchain default

Unaligned access ’Toolchain default

Ahrched family Generic (-mcpu=generic)

Feature crec Toolchain default

Feature crypto Toolchain default

Feature fp Toolchain default

Enabled (+simd)

Feature simd

Code model Small (-mcmodel=small)
Strict align (-mstrict-align)

Other target flags

12(20)




3 HM&H &t 3.3 LT E

3.3.2 GNU ARM Cross Assembler B¢ &

B E “GNUARM Cross Assembler > Preprocessor > Defined symbols”
I, ZETECE N “  STARTUP_CLEAR_BSS”, WA 3-4 fiiR.
[# 3-4 GNU ARM Cross Assembler Bt &

B Tool Settings | %3 Toolchains | M Devices | 44 Build Steps | Build Artifact | Binary Parsers | i

@ Target Processor Use preprocessar
(% Optimization [[1 Do not search system directories (-nostdine)
@ Warnings [[] Preprocess only (-E)

i) i
(2 Debugging Defined symbols (-0 TR ERERARE
a4 %) GNU ARM Cross Assembler

o — _STARTUP_CLEAR BSS

@ Includes

(#2 Warnings
2 Miscellanecus

a %) GNU ARM Cross C Compiler
(B2 Preprocessor
(2 Includes
# Optimization
# Warnings
(2 Miscellanecus

4 %) GNU ARM Cross C Linker
# General
(8 Libraries Undefined symbols (-U) P AR=RE
% Miscellaneous

4 %) GMNU ARM Cross Create Flash Image
(2 General

4 ) GNU ARM Cross Print Size
# General

Add...

UG936-1.0 13(20)




3 B ZE it 3.3 LT &

3.3.3 GNU ARM Cross C Compiler B0 &

i & “GNU ARM Cross C Compiler > Includes > Include paths” % i,
AL IRC B 9 AT AR C SkCfh s g4, anf&l 3-5 Bk
DL & T B9 GMD_RefDesign 2151t A, C k3 BE 1AL E.
N s
"${workspace_loc:/${ProjName}/BroadKey/include}"
"${workspace_loc:/${ProjName}/BroadKey/src}"
"${workspace_loc:/${ProjName}/CORE}"
"${workspace_loc:/${ProjName}/PERIPHERAL/Includes}"
"${workspace_loc:/${ProjName}/SYSTEM}"
"${workspace_loc:/${ProjName}/USER}"
[#] 3-5 GNU ARM Cross C Compiler At &

# Toal Settings | ¥ Toolchains | H Deuricesl % Build Stepsl Build Artifact | Binary F‘arsersl i

# Target Processor Include paths (-I) = = 8 5 E
# Optimization
2 Warnings

"${workspace loc;/${ProjName}/BroadKey/include}"
"${workspace_locy/${ProjMame}/Broadkey/src}”

(# Debugging "${workspace_|loc/${ProjName}/CORE}"
4 % GNU ARM Cross Assembler "${workspace_loc/${ProjName}/PERIPHERAL/Includes}”
(# Preprocessor "${workspace_loc;/${ProjName}/SYSTEM}"

@ Includes "${workspace_loc/${ProjName}/USER}"

(% Warnings

(# Miscellaneous
4 [F3 GNU ARM Cross C Compiler

(# Preprocessor Include system paths (-isystem) & 2 3 &l
(# Includes

(2 Optimization
(% Warnings
(# Miscellaneous
4 3 GNU ARM Cross C Linker
(2 General
(# Libraries
(# Miscellaneous
4 ) GNU ARM Cross Create Flash Image
# General Include files (-include) L ER AR R
4 [y GNU ARM Cross Print Size
# General

UG936-1.0 14(20)




3 HM&H &t 3.3 LT E

3.3.4 GNU ARM Cross C Linker B &

B ® “GNU ARM Cross C Linker > General > Script files” &3, %k
Tific & 4 GMD Flash 5 #:8% “gwlns2c_flash.ld”, 41l 3-6 Fir.

LA R LB GMD_RefDesign % ¥ it A%, GMD Flash %% %
BLE, WFAR.

"${workspace_loc:/${ProjName}/gwlns2c_flash.ld}"
[# 3-6 GNU ARM Cross C Linker fif &

# Tool Settings | %3 Toolchains | ‘B Devices | A Build Slepsl Build .A.rtifactl Binary Parsers | i

@ Target Processor Seript files (-T) €68 {Fl Q’l
(% Optimization
(% Warnings

(% Debugging

4 %3 GNU ARM Cross Assembler
(# Preprocessor
# Includes
(# Warnings
(# Miscellaneous

a B3 GNU ARM Cross C Compiler
@ Preprocessor
(2 Includes
(# Optimization
(# Warnings
# Miscellaneous

4 B3 GMU ARM Cross C Linker
|(# General |
@ Libraries

(# Miscellaneous

a4 B3 GNU ARM Cross Create Flash Image
# General

4 %3 GNU ARM Cross Print Size
# General

UG936-1.0 15(20)




3 HM&H &t 3.3 LT E

3.3.5 GNU ARM Cross C Libraries B0 &

fiiE “GNU ARM Cross C Linker > Libraries > Libraries” 1 “Library
search path” &Ii, & 3-7 s

DL T & T B, GMD_RefDesign 2% ¥ it A, Libraries it & 1
Library search path Bt &, 4T Fix.

Libraries (-1):

® iidbroadkey pro 256 noenroll_m3

Library search path (-L):

® “{workspace_loc:/${ProjName}/BroadKey!/lib}’
[# 3-7 GNU ARM Cross C Libraries it &

B Tool Settings | i3 Toolchains | B Devices | % Build Steps | Build Artifact | Binary Parsers | i

(# Target Processor Libraries (-I) €8 8 ¢ 2
@ Optimization
@ Warnings

@ Debugging

4 % GNU ARM Cross Assembler
(2 Preprocessor
(2 Includes
(% Warnings
@ Miscellaneous

4 & GNU ARM Cross C Compiler
@ Preprocessor
(# Includes
@ Optimization
(2 Warnings

(2 Miscellaneous
4 B8y GNU ARM Cross C Linker Library search path (-L) & w &3 5l
(2 (General
(# Libraries

“${workspace_loc/${ProjName}/BroadKey/lib}"

(22 Miscellaneous

4 %) GNU ARM Cross Create Flash Image
(2 General

4 %y GNU ARM Cross Print Size
(# General

UG936-1.0 16(20)




3 B ZE it 3.3 LT &

3.3.6 GNU ARM Cross Create Flash Image ACE

B & “GNU ARM Cross Create Flash Image > General > Output file
format” &I, ZETIECE AN “Raw binary”, & 3-8 flix.
[¥] 3-8 GNU ARM Cross Create Flash Image Bt &

B Tool Settings ‘ 3 Toolchains | B Devicesl A% Build Stepsl Build Artifactl Binary Parsers || *

(% Target Processor Output file format (-0) ’Raw binary _
(% Optimization
@ Warnings

[ Section: - text

[7] section: -j .data
# Debugging !

a ) GNU ARM Cross Assembler Other sections () 80 2 3l &
@ Preprocessor
@ Includes
(# Warnings
@ Miscellaneous
4 %3 GNU ARM Cross C Compiler
@ Preprocessor
@ Includes
(# Optimization
(# Warnings
@ Miscellaneous
4 %) GNU ARM Cross C Linker
(# General
(# Libraries
(% Miscellaneous
4 & GNU ARM Cross Create Flash Image
(% General
4 3 GNU ARM Cross Print Size
2 General
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3 HM&H &t 3.4 ¥

3.4 YmiE

o T HAA RS, WmiIFRARmES T, P
BIN 3¢f4, il 3-9 fizr.

& 3-9 §mi¥

File Edit Source

Navigate Search Project Run Window Help

Hm R A== Bin|SiB it -0-idL-iJRE M-~ Quick Access || 5 |[@)
[ Project Explorer 52 B% Y= 8 | @ manc X =8 pg » =0
13 bk noenroll 4uarts 1 ) ) ) -
3 bk noenroll_aliyun_light 121‘ Copyright (C) 2014-2020 Gowin Semicenductor Technology Co.,Ltd.[] No documents
13 bk_with_enroll_manufacture e "y

m

I bk_with_enroll_manufacture_GWINSER_4C 16 #include "gwlns2c.h"
17

. #include "broadkey_demo_app.h”
4 & bl with no_enroll 1.1 15 #include "iid_print.h”

b §¥" Binaries 19 #include "iid_usart.h”
| b ) Includes 20
PR—
b (= BroadKey 21 /* Imports

27 extern int _ puf;//define in gwlns2c_flash.ld P

I» = CORE 23 extern int _ ac;//define in gwlns2c_flash.ld AC_FLASH address
b (= Debug 22
25 /% MACFOS — oo =/
> & PERIPHER 26 #define FLASH_AC_BASE (FLASH_BASE + @x1FC@@)
b (= STARTUP 27
b = SYSTEM 28 /* Peclaractions ------ooooo oo =/
s o USER 29 static void ReadFlashDetain(uint32_t *data);
3¢ static uint3_t hex2char(uints t va);
gwlns2c flash.ld 31 static void print_byte(uints_t va);
I bk_with_no_enrall_2.0 32
3 bk_with_no_enroll GWINSER_4C B
34= int main()
1J BroadKeyDemo 35
T3 BroadKeyProvision 36 uints_t * sram_puf = (uintd_t *)&_puf;
D 27 Hin#R + ¥ crom ar = fuindR £ KND oo 2
SHA3 v <m v
17 SHA3_GWINSER_4C
& shabe Problems ¢ Tasks E) Console 5 [ Properties -3 Call Hierarchy R SRS

CDT Build Console [bk_with_no_enroll_1.1]

Invoking: GNU ARM Cress Create Flash Image
arm-none-eabi-objcopy -0 binary "bk_with_no_enroll_1.1.elf" “bk_with_no_enroll_1.1.bin"
Finished building: bk with _no_enrell 1.1.bin

Invoking: GNU ARM Cross Print Size
arm-none-eabi-size --format=berkeley “bk_with_no_enroll_1.1.elf"
text  data bss dec hex Filename
31636  1@84 1164 33284 5204 bk with_no_enroll 1.1.elf
Finished building: bk_with_no_enroll 1.1.siz

18:108:28 Build Finished (tock 13s.421ms) F
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3 HM&H &t 3.5 T

3.5 T%;

f#FH Gowin T ##4: Programmer, T ## -4 fE — 34 BIN S0
% GMD 32882 Run > Programmer B¢ T B0, FTIF S st
Programmer, 41/ 3-10 Frows
& 3-10 T#H Y Programmer

- —
workspace - C/C++ - bl_with_no_enroll_1.1/USER/main.c - GOWIN MCU Designe n=h|
pa
e e
file Edit Source Refactor Navigate Sea oject [ Run] Window Help
g - | & ~ cRiw| i b | 1B Programmer - - Quick Access || |
. = [0, R - _
5 Project Explorer CREEE NI o > | R Brogrammer, L 2 oz % =
£, Debi F11
L bk_noenroll 4uarts 1 > bebug p
| . "
3 bk_noenroll_aliyun_light S Run History y |tor Technology Co-,Ltd.00 No documents
1 bk_with_enroll_manufacture s Run Ac [
L3 bl_with_enroll_manufacture_GWINSER _4C 16 § o e E
4 (25 ble_with_no_enroll 1.1 v
y ?‘53 Binaries ig M Debug History v
| > il Includes 28 | Debug As »
» (= BroadKey =1 Debug Configurations... e T
> CORE 23 FLA R
& beb 23 & o Toggle Breakpoint Crl+Shiftep [ -FLASH addres
S ebu 21
g PERIP?—{ER 25 /] Toggle Line Breakpoint ~ |eeoooo y
. & sTaRTUR 26 # Toggle Methad Breakpoint 2e)
28 4 Toggle Watchpoint b
:: Z s, Skip All Breakpoints Cirl+ Al +B
= gwlns2c flashld 3 o Remove All Breakpoints
3 bl_with_no_enrall 2.0 E Breakpoint Types v
3 bk with_no_enrol_GWINSER 4C 8 "
345 int main()
J BroadKeyDemo 35
1J BroadKeyProvision 36 uint8_t * sram_puf = (uints_t *)& puf; il
37 int@ £ % cram ar - fuintR £ o2 aes )
L3 SHA3 ‘ ) < i
[0 SHA3_GW1NSER AC .
& Shake Problems & Tasks B Console 33 [T] Properties 1% Call Hierarch S B REEEE B> 8

CDT Build Console [bk_with_no_enroll_1.1]

Invoking: GNU ARM Cross Creste Flash Image
arm-none-eabi-objcopy -0 binary "bk_with_no_enroll_1.1.e1f" "bk_with_no_enroll 1.1.bin"
Finished building: bk_with_no_enroll_1.1.bin

Invoking: GNU ARM Cross Print Size
arm-none-eabi-size --format=berkeley "bk_with_no_enroll _1.1.elf"
text  data bss dec hex Filename
31836 1884 1164 33284 8204 bk_with_no_enroll_1.1.elf
Finished building: bk with_no_enrell 1.1.siz

18:108:28 Build Finished (took 13s.421ms)

¥ Programmer 252 Edit > Configure Device 5{ T. E.£ Configure
Device “#, FJ7F Device configuration.

GWINSE-2C ¥ M #sACE, Wi 3-11 fow.

Access Mode FHi%l#, ##F “SecureFPGA Mode” & .

Operation 7413, i%£#“Firmware Erase, Program Securely " 3£ .

£ “FW/MCU Input Options > Firmware/Binary File” &I+ 5 N # 4+
e B BIN SO
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3 B ZE it

3.6 3% F

& 3-11 TEIEWACE

W Device configuration

Dewvice Operation

fecess Mode:

SecureFPGA Mode -

Operation:

Firmware Erasze, Program Securely -

Firmware Erase, Frogram, Yerify with Security (One Time Programmable For
Key Authentication Code)

F{/MCU Input Options

Firmware/Binary File: Users/root/Desktop/bk_with no_enroll_1. 1. bin D

| Save || Camcel |

i “Save”, SERCTHUEIINCHE .
5% Device configuration J&, . Programmer . B~
Program/Configure™+, 584wt — 1 BIN SCIF T #.

3.6 &EFHif}

Gowin SecureFPGA 7= GWINSE-2C Bf4mfeikit, E5%:.

® |PUG519, Gowin EMPU(GW1NS-2Q) IDE ¥t % F it

® |PUG516, Gowin EMPU(GWI1NS-2C)#4wfE 5% F M

® SUG502, Gowin Programmer H 854
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http://cdn.gowinsemi.com.cn/IPUG519.pdf
http://cdn.gowinsemi.com.cn/IPUG516.pdf
http://cdn.gowinsemi.com.cn/SUG502.pdf
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