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1 ZH5ut

1.1 2% it

1 i any

1.1 EHE&E it
1.1.1 IID B8 2%t

Gowin SecureFPGA 7=/ GW1NSER-4C (Gowin_EMPU(GW1NS-4C))

A GW1INE-9C (Gowin_EMPU_M1)&4t 11D M2 H i1, i R
NI SHRIT

Narll ]
#E!

GW1NSER-4C (Gowin_EMPU(GW1NS-4C))
Gowin_SecureFPGA\GW1NSER_4C\IID\ref _design\FPGA_RefDesig
n

GW1NE-9C (Gowin_EMPU_M1)
Gowin_SecureFPGA\GW1NE_9C
(Gowin_EMPU_M1)\IID\ref_design\FPGA _RefDesign

GW1NE-9C 7 GW1N-9C 3Lt 4 Gowin_ EMPU_M1, Y ¥F Gowin SecureFPGA 3y

ok
Heo

1.1.2 SHA3 FE4&8Ei%it

UG936-1.2

Gowin SecureFPGA 7=/ GW1NSER-4C (Gowin_EMPU(GW1NS-4C))

A GW1NE-9C (Gowin_EMPU_M1 )42t SHA3 fii {4 2% 4 it, sl gk
W~ 2%t

GW1NSER-4C (Gowin_EMPU(GW1NS-4C))
Gowin_SecureFPGA\GW1NSER 4C\SHA3\ref design\FPGA_RefDe
sign

GW1NE-9C (Gowin_EMPU_M1)

Gowin_SecureFPGA\GW1NE_9C
(Gowin_EMPU_M1)\SHA3\ref_design\FPGA_RefDesign
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1 BEE 1.2 B ZHE )it

1.2 F&EEdit

1.2.1 1ID 5HE&E&it

Gowin SecureFPGA 7=/ GW1NSER-4C (Gowin_EMPU(GW1NS-4C))
1 GW1NE-9C (Gowin_EMPU_M1)#2&4it GMD (V1.1 & LLERRAD BAF3H
B ID A gatE > wot, @i BRI N 2% %t

® GWINSER 4C (Gowin_EMPU(GW1NS-4C))
Gowin_SecureFPGA\GW1NSER_ 4C\IID\ref _design\MCU_RefDesign

® GW1NE-9C (Gowin_EMPU_M1)
Gowin_SecureFPGA\GW1NE_9C
(Gowin_EMPU_M1)\IID\ref_design\MCU_RefDesign

1.2.2 SHA3 #F-&5 it

Gowin SecureFPGA 7=/ GW1NSER-4C (Gowin_EMPU(GW1NS-4C))
A GW1NE-9C (Gowin_EMPU_M1)#&ft GMD (V1.1 & LA ERA) A
Bift) SHA3 ¥t dmte =il , i Sk N 2%t
® GWINSER-4C (Gowin_EMPU(GW1NS-4C))
Gowin_SecureFPGA\GW1NSER 4C\SHA3\ref _design\MCU_RefDesi
gn
® GW1NE-9C (Gowin_EMPU_M1)
Gowin_SecureFPGA\GW1NE_9C
(Gowin_EMPU_M1)\SHA3\ref _design\MCU _RefDesign
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2 W SH Wit

2.1 R3S

2.1 BEHHE

® DK-START-GW1NSER4C-QN48G V1.1

GW1NSER-LV4CQN48GC7/16
® DK-START-GW1N9 V1.1
GW1N-LVOEQ144C6/15

2.2 BRHIFR

Gowin_V1.9.8.01 XL _ERA

2.3 MCU i &

2 BHSEEr

2.3.1 GWINSER-4C (Gowin_EMPU (GW1NS-4C))

UG936-1.2

DL T4 T B4 DK_START_GW1NSER4C_QN48G_V1.1 &% it

N

Gowin_EMPU (GW1NS-4C) MCU Bl &, % 2-1 fix.
& 2-1 Gowin_EMPU(GWINS-4C) MCU & E

i & e T fe & 2%
Frequency 50MHz
SRAM Size 8KB
Flash Size 32KB
UARTO Enable
Timer0 Enable
Timer1 Enable
WatchDog Enable

3(21)




2 W2t 2.3MCU &

SRAM Size it & 8KB, {#/H 4 4~ BSRAM, %i4> BSRAM K &%)

W, Wk 2-2 fios.
= 2-2 Gowin_EMPU(GWINS-4C) BSRAM i & #)35K

BSRAM AL AR

bram_sp_0 BSRAM_R10[0]
bram_sp_1 BSRAM_R10[1]
bram_sp_2 BSRAM_R10[2]
bram_sp_3 BSRAM_R10[3]

2.3.2 GWINE-IC (Gowin_EMPU_M1)

LA & T B A DK_START _GWIN9 V1.1 % & it N,
Gowin_ EMPU_M1 MCU i &, ik 2-3 Frzs.
% 2-3 Gowin_EMPU_M1 MCU g &

Fic £ 176 REZH

Frequency 20MHz

Debug Enable

Debug Interface JTAG and SW

OS Extension Enable

ITCM Embedded UserFlash 64KB
DTCM 32KB

UARTO Enable

DTCM &N 32KB, {1/ 16 41~ BSRAM, 4%~ BSRAM [FJfir B LK,

Nk 2-4 fiior.

& 2-4 Gowin_EMPU_M1 BSRAM L B4R
BSRAM ZIRALE
memO_mem0_0 0 s BSRAM_R28[14]
mem0 mem0 0 1 s BSRAM_R10[4]
memO0_mem0_0 2 s BSRAM_R28[7]
memO_memO0_0_3_ s BSRAM_R10[3]
mem1_mem0 0 O s BSRAM_R28[9]
mem1 mem0 0 1 s BSRAM_R28[13]
mem1_mem0_0 2 s BSRAM_R10[5]
mem1_mem0_0 3 s BSRAM_R28[8]

UG936-1.2
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2 W SH Wit

2.4 iR E

BSRAM

ZyRALE

mem2 mem0 0 O s

BSRAM_R28[11]

mem2 mem0 0 1 s

BSRAM_R28[10]

mem2_mem0_0 2 s

BSRAM_R28[12]

mem2_mem0_0 3 s

BSRAM_R10[6]

mem3_mem0_0 0 s

BSRAM_R10[8]

mem3 mem0 0 1 s

BSRAM_R10[7]

mem3 mem0 0 2 s

BSRAM_R10[9]

mem3_mem0_0 3 s

BSRAM_R10[10]

24 R HEE

2.4.1 Synthesize BB E

Synthesize JE AL E, #1W GWINSER-4C
(Gowin_EMPU(GW1NS-4C)), 18 2-1 .

® Synthesis Tool: GowinSynthesis®
® Top Module/Entity: 15 HRIEAE 1 it K S8 PR THUZ AR B2 PR iC B
® Include Path: T M2 9 A 1B vt o i SEfs SO %A T

® \erilog Language: #i4n System Verilog 2017

Synthesize EMEACE, TEREEFR LT RAECE .

[& 2-1 Synthesize BH4EE

Ay Configuration

General
“ Synthesize
General
¥ Place & Route
General
Unused Pin
Dual-Purpose Pin

BitStream

UG936-1.2

Synthesize

General

Synthesis Tool: (®) GowinSynthesis

Top Module/Entity: | Gowin_EMPU_template

Include Path: |

GowinSynthesis

Verilog Language: | System Verilog 2017 ~

VHDL Language: |VHDL 2008 =
Looplimit: 2000 S

[] Disable Insert Pad
Ram R/W Check
[] DsP Balance

[ Show All Warnings

Cancel

ox ]

Apply

5(21)




2 S5 Wt 2.4 T e &

2.4.2 Place & Route B AL E
Place & Route Ml E, 55 General it & . Unused Pin fit & f
Dual-Purpose Pin it & .
General it &

General il &, i GW1NSER-4C (Gowin_ EMPU(GW1NS-4C)), i
K 2-2 Fioso

General fit & , iHERIEEIE ST 2R T R AL E .
2-2 General it &

4 Configuration *
Place & Route
General Category: |All A Reset all to default
v Synthesize -
General Label Value &3
+ Place & Route Generate SDF File False
General Generate Constraint File of Ports False
Unused Pin Generate IBIS File False
Dual-Purpese Pin Generate Post-Place File True
BitStream Generate Post-PNR Simulation Model File False
Initialize Primitives False
Show All Warnings False
Generate Plain Text Timing Report False
Run Timing Driven True
Use SCF False
Promote Physical Constraint Warning to Error False
I} + Aute Dlarad 101 Inf I Ealea hd
Generate Post-Place File. Default: *.pasp

Cancel Apply

Dual-Purpose Pin B0 &

Dual-Purpose Pin Fit &, %14 GW1NSER-4C
(Gowin_EMPU(GW1NS-4C)), #1[& 2-3 .

Dual-Purpose Pin At &, EMRIEMAF 1T S2hRZ R 10 AL E DL T
RANO WiTALE .

UG936-1.2 6(21)




2 S5 Wt 2.4 iR E

[ 2-3 Dual-Purpose Pin Bt &

Wy Configuration *

Dual-Purpose Pin

General Use JTAG as regular 10
v Synthesize
[] Use S5PI as regular 1O

General

~ Place & Route [1 Use MSPI as regular 10
General [] Use READY as regular 10
Unused Pin

[] Use DOME as regular 10

Dual-Purpose Pin
. [] Use RECONFIG_N as regular 10
BitStream

[] Use MODE as regular 10

Use I12C as regular 10

Cancel Apply

2.4.3 BitStream B 4E B
BitStream B4 &, 5141 GWINSER-4C
(Gowin_EMPU(GW1NS-4C)), 1€ 2-4 7.
® Print BSRAM Initial Value: ANE/zik

® Secure Mode (device can be programmed only once): 15 F j7 b4
G R B, AB Ak, B R N8 —IR, AREAE
G FEMEA; mRAPATZESCHESH B, Ak, sLBlws
SHAER

BitStream At & PEEC &, ERIEEE T it SLbr f KB HE .

UG936-1.2 7(21)




2 2% it 2.5 5E

[& 2-4 BitStream B4 E B

W Configuration X

BitStream

General

Enable CRC Check
v Synthesize
[] Enable Compress

General

~ Place & Route Enable Encryption (only support GW2A)
General Key(Hex): |00000000-00000000-00000000-00000000
Unused Pin

Enable Security Bit
Dual-Purpose Pin

. [ Print BSRAM Initial Value
BitStream
Background Programming: |OFF =

] Secure Mode(device can be programmed only once)

] Program Done Bypass

[] Power On Reset

Wake Up Mode: 0 A

Loading Rate (MHz): | 2.500 (default) hd

SPI Flash Address: |DDDDODDD

USERCODE: (@ Default O Custom 00000000

Bitstream Format: (@ Text (O Binary

2.5 ZFE

1 =R A 484 T B GowinSynthesis, Zi &M #it, 77444
JE IR SO, il GWANSER-4C (Gowin EMPU(GW1NS-4C)), i€l 2-5
Fi7s o
& 2-5 424

w 8 b mbedded\securef PGA\ . Tdeveiop GWINSER CVIDABrejectfipga projechiOK START GWINSERC ONABG V1 \secure fpgalimphgueynthesisisecure.f538_symspt bt - o

Synthesis Messages

2.6 TARfLk

SERGEE G, T IR AL AT R A 2k T E Place & Route, i JRifiZk,
P ARG SO, 410 GWINSER-4C (Gowin_ EMPU(GW1NS-4C)),
e 2-6 frr.

UG936-1.2 8(21)




2 S5 Wt 2.7 F#

B 2-6 i Rifhk

PnR Messages

PnR Details

2.7 &
FERATRATE, PR RIS S, A SRR R TR
Programmer, &R BT S
FERIRHA P B R g 42T, FTH T 3 T 5 Programmer.
#iodi Programmer 2 5.4 Edit > Configure Device 5% T. B+ Configure
Device ““2”, #T7 Device configuration.
2.7.1 GWINSER-4C (Gowin_EMPU(GW1NS-4C))
324085 - GWINSER-4C (Gowin EMPU(GW1NS-4C)) F & i & ,
WK 2-7 Fis .
® Access Mode THi%|3%, iE#t “SecureFPGA Mode” 1.
® Operation FHi%13, % “Firmware Erase, Program Securely” %77 .
® “Programming Options > File name” ¥, S NG 4F S HRL 7 1

® “FW/MCU/Binary Input Options > Firmware/Binary File” £, S A
B2 A% 3] BIN 3

® i “Save”, e NEJEVERLE.

UG936-1.2 9(21)




2 S5 Wt 2.7 F#

& 2-7 GWINSER-4C (Gowin_EMPU(GWINS-4C)) T B 4EL &

Wi Device configuration ? .
Derice Operation
hrooess Made: SeoureFPGL Mode -

Operation: Firmware Erase, Frogram Securely -

Firmware Erase, Frogram, Verify with Security(0ne Time Prozrammable For
Eew #uthentication Code)

Programming Options

File name: |‘|'|'1H‘SER4C_QH4SG_‘.I’1. 1/secure_fpga/impl/prr/secure_fpgza fs

Uzer Flash Initialization

F¥MCUBinary Input Options

Firmware/Binary File: ER_4|:fnebugfb]<_with_m_enroll_r;w1HSER_4c.bin| [ .|

Sare Cancel

5¢ /% Device configuration J5, i Programmer T. HA=
Program/Configure ““07, 5% 438 7 GWINSER-4C
(Gowin_EMPU(GW1NS-4C))ffi & v it ST AR A 2 A2 gk i) BIN SCAF
T#.

2.7.2 GWINE-9C (Gowin_EMPU_M1)
22450 GW1INE-9C (Gowin_ EMPU_M1) F# @i &, &l 2-8 fr

7N o

® Access Mode #7513, &+ “SecureFPGA Mode L” &7,

® Operation T 7413, 1%+ “Firmware Erase, Program Securely” &3 .

® “Programming Options > File name” &30, S NG 4F B IHRL 7R 1

® “FW/MCU/Binary Input Options > Firmware/Binary File” £, S A
B g AE gk ] BIN S

® i “Save”, FEM TNHEMACE.

UG936-1.2 10(21)




2 W SH Wit 2.8 ZH T

&l 2-8 GWINE-9C (Gowin_EMPU_M1) T B EE
4 Device configuration ? w

Device Operation
hocess Mode: SecureFPGA Mode L -

Operation: Firmware Erasze, Frogram Securely -

Firmware Frasze, Frogram, Verify with Securitw(One Time Frogrammable For
Key futhentication Codel

Programming Options

File name: |C:/Users/liukai/Desktop/secure_fpga. fs

Uzer Flash Initialization

FY/MCU /Binary Input Options

Firmware/Binary File: |ers/liukai/Tesktop/GW1INE-9C_bk_no_sroall. ]:-in| | .. I

Save Cancel

5¢ /% Device configuration J5, i Programmer T. HA=
Program/Configure ““+ 7, ¢ %4t i GW1NE-9C (Gowin_EMPU_M1)
A BT AL IR ST A AR A g A — ) BIN SCAF T 3K

2.8 BEF M

Gowin SecureFPGA 7=/ GW1NSER-4C (Gowin_EMPU(GW1NS-4C))
Fl GWINE-9C (Gowin_ EMPU_M1)i# {4 it, i55%.
® |PUG932, Gowin EMPU(GW1NS-4C)iif 15 112 F it
IPUG531, Gowin EMPU M1 T &t 2% Tt
SUG100, Gowin z Y844 H - 45
SUG101, Gowin & it Z) K5
SUG502, Gowin Programmer H /7 {554

UG936-1.2 11(21)
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S HMESH Wit 3.1 B

3 RS2t

3.1 JHFIGE

GMD V1.1 K& LL ERRA

32 M RMEE

Project Explorer #iL &+, #4524 71 TFE, A #%ES “Properties > C/C++
Build > Settings” &, FLE 47 LAENSEUEM, WK 3-1 Fix.

-1 YRR E

W
type filter text Settings &~ T
Resource N
v CfC++ Build
Build Variables Configuration: |Debug [ Active ] ~ | Manage Configurations...
Environment
Logging
Settings & Tool Settings ) Toolchains M Devices Build Steps Build Artifact |a) Binary Parsers | * | *
Tool Chain Editor % Target P ARM famil 2
(22 Target Processor amily cortex-m v
C/C++ General B Optimization
Mcu e oe

(& Warnings Architecture Toolchain default ~
Project References

# Debuggi
Run/Debug Settings (= Uebugging
v 1 GNU ARM Cross Assembler
@ Preprocessar

(3 Includes Endianness Toolchain default ~

Instruction set Thumb (-mthumb) ~

[ Thumb interwork (-mthumb-interwork])

& Warnings Toolchain default
(& Miscellaneous . -
~ &) GNU ARM Cross C Compiler TzEldiED

(22 Preprocessor

Unaligned access |Toolchain default ~
E Includes . .
g Optimization Generic (-mcpu=generic)

# Warnings Toolchain default
(& Miscellaneous - -

v 1 GNU ARM Cross C Linker feolchanlderan’s
2 General Toolchain default
(& Libraries .
(& Miscellaneous Enabled (+simd)

v &) GNU ARM Cross Create Flash Image
& General

v ) GNU ARM Cross Print Size

(& General Other target flags

Small (-memodel=small)

Strict align (-mstrict-align)

UG936-1.2 12(21)




S HMESH Wit 3.2 Bfrmiti E

3.2.1 Target Processor B &

fii & “Target Processor > ARM family” £,

o 274 GWINSER-4C (Gowin_EMPU(GW1NS-4C)), %1% T
Fi BN “cortex-m3”7, UK 3-2 .

® R4 Fr GWINE-9C (Gowin EMPU_M1), iZikTiAL & N
“cortex-m17”.

3-2 Target Processor BL &

& Tool Settings &) Toolchains M Devices # Build Steps Build Artifact Binary Parsers | * | *

(# Target Processor ARM family cortex-m3 R
(2 Optimization
# Warnings
(# Debugaing Instruction set Thumb (-mthumb) W
v %3 GNU ARM Cross Assembler
(2 Preprocessor
(# Includes
(% Warnings Toolchain default
# Miscellanecus : .
v 53 GNU ARM Cross C Compiler foelchain defaul
(# Preprocessor Unaligned access | Toolchain default i
# Includes
(# Optimization
(2 Warnings Toolchain default
(# Miscellaneaus . .
v 1 GNU ARM Cross C Linker fooldhain defat

# General Toolchain default
(2 Libraries

Architecture Toolchain default w

[ Thumb interwork (-mthumb-interwork)

Endianness Toolchain default ~

Generic (-mcpu=generic)

(& Miscellaneaus Enabled (+simd)

v %3 GNU ARM Cross Create Flash Image Small (-mcmodel=small)
(& General

v 53 GNU ARM Cross Print Size
(2 General

Strict align (-mstrict-align)

Other target flags

3.2.2 GNU ARM Cross Assembler B &

fi# “GNU ARM Cross Assembler > Preprocessor > Defined symbols
(-D)” &I, ZIEECE N “_ STARTUP_CLEAR_BSS”, Wil 3-3 Fis.

UG936-1.2 13(21)




S HMESH Wit 3.2 Bfrmiti E

& 3-3 GNU ARM Cross Assembler At E

B Tool Settings 3 Toolchains M Devices # Build Steps Build Artifact Binary Parsers | *

@ Target Processor Use preprocessor
(& Optimization [1Do not search system directories (-nostdinc)
# Warnings [ereprocess only (-E)

= .
(& Debugging Defined symbals (-D) ER =R
v 53 GNU ARM Cross Assembler

& Preprocessor
# Includes
(% Warnings
(& Miscellaneous
v B3 GNU ARM Cross C Compiler
@ Preprocessor
# Includes
(¥ Optimization
2 Warnings
(B Miscellaneous
v B3 GNU ARM Cross C Linker
% General
(5 Libraries Undefined symbols (-U) |

2 Miscellaneous

v B3 GNU ARM Cross Create Flash Image
# General

v %3 GNU ARM Cross Print Size
2 General

3.2.3 GNU ARM Cross C Compiler EC &

fit & “GNU ARM Cross C Compiler > Includes > Include paths (-1)” %
T, ZasWNC BN A ET TR C St gl Higte, il 3-4 fror.

i1 GW1NSER-4C (Gowin_EMPU(GW1NS-4C)), C 3k /2 i B,
wr R

"${workspace_loc:/${ProjName}/BroadKey/include}"
"${workspace_loc:/${ProjName}/BroadKey/src}"
"${workspace_loc:/${ProjName}/CORE}"
"${workspace_loc:/${ProjName}/PERIPHERAL/Includes}"
"${workspace_loc:/${ProjName}/SYSTEM}"
"${workspace_loc:/${ProjName}/USER}"
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[#] 3-4 GNU ARM Cross C Compiler it &

B Tool Settings i) Toolchains M Devices # Build Steps Build Artifact Binary Parsers | * |!

(2 Target Processor Include paths (-1) LS ER= &
(# Optimization
# Warnings
# Debugging

KSP: - J]
'${workspace |0c,f${ProJName}fBroadKeyfsrc}
"${workspace_loc:;/${ProjName}/CORE}"

w [ GNU ARM Cross Assembler "${workspace_loc:;/${ProjName}/PERIPHERAL/Includes}”
@ Preprocessor "${workspace_loc:;/${ProjName}/SYSTEM}"
& Includes "${workspace_loc:;/${ProjName}/USER}"

# Warnings
# Miscellaneous
w B3 GNU ARM Cross C Compiler

(% Preprocessor Include system paths (-isystem) &
(2 Includes

# Optimization
(# Warnings
(# Miscellaneous
w 3 GNU ARM Cross C Linker
(# General
2 Libraries
(# Miscellaneous
w 53 GNU ARM Cross Create Flash Image
@ General Include files (-include) &)
~ ) GNU ARM Cross Print Size
# General

3.2.4 GNU ARM Cross C Linker fit &

Script files Bd &
fii & “GNU ARM Cross C Linker > General > Script files (-T)” %&£,

® R4 GWINSER-4C (Gowin EMPU(GW1NS-4C)), it
it & %4 Gowin_EMPU(GW1NS-4C) GMD Flash 452
“gw1ins4c_flash.ld”, Wi 3-5 fAlis.

"${workspace_loc:/${ProjName}/gw1ins4dc_flash.Id}"

® LR 4 GWINE-9C (Gowin_ EMPU_M1), i%3&Tife &
Gowin_EMPU_M1 GMD Flash 4% “GOWIN_M1_flash.ld”

"${workspace_loc:/${ProjName}/GOWIN_M1_flash.Id}"
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[#] 3-5 GNU ARM Cross C Linker > Script files EC &

¥ Tool Settings & Toolchains M Devices # Build Steps Build Artifact Binary Parsers | *

(2 Target Processor Script files (-T) €4 8
% Optimization
@ Warnings

(# Debugging

v By GNU ARM Cross Assembler
(2 Preprocessar
(22 Includes
(# Warnings
(# Miscellaneous

w By GNU ARM Cross C Compiler
(22 Preprocessar
(2 Includes
(# Optimization
# Warnings
(2 Miscellaneous

w By GNU ARM Cross C Linker
(2 General
(25 Libraries
(2 Miscellaneous

v By GNU ARM Cross Create Flash Image
(# General

w &y GNU ARM Cross Print Size
(#5 General

Libraries fic &

fic & “GNU ARM Cross C Linker > Libraries > Libraries (-1)” #1“Library
search path (-L)” &7,

o L4t if GWINSER-4C (Gowin_ EMPU(GW1NS-4C)), W1 3-6
ffizx, Libraries FCE U0 fis:
Libraries (-1):
lidbroadkey pro 256 _noenroll_m3
Library search path (-L):
“lworkspace_loc:/${ProjName}/BroadKey/lib}"

o L ety ir GW1INE-9C (Gowin_EMPU_M1), Libraries Bt &1
Fi7:
Libraries (-1):
iid_bk_pro 256 _no_enroll_m1
Library search path (-L):
“lworkspace_loc:/${ProjName}/BK/lib}”
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3.2 H At JE Pl B

[#] 3-6 GNU ARM Cross C Link > Libraries B &

B Tool Settings &) Toolchains B Devices # Build Steps Build Artifact Binary| *

(# Target Processor
# Optimization
% Warnings
(# Debugging
v B GNU ARM Cross Assembler
(2 Preprocessor
(2 Includes
(2 Warnings
(2 Miscellaneous
B3 GNU ARM Cross C Compiler
(22 Preprocessor
(2 Includes
(2 Optimization
(2 Warnings
(2 Miscellaneous
3 GNU ARM Cross C Linker
(2 General
(2 Libraries
(2 Miscellaneous

<

<

<

(£ General
B3 GNU ARM Cross Print Size
(# General

<

3 GNU ARM Cross Create Flash Image

Libraries (-I) & & 5

_noenroll_m3

Library search path (-L) & w5

3.2.5 GNU ARM Cross Create Flash Image BCE

UG936-1.2

fic & “GNU ARM Cross Create Flash Image > General > Output file
format (-O)” &I, ZIETECE N “Raw binary”, & 3-7 fix.

[# 3-7 GNU ARM Cross Create Flash Image Ec &

i Tool Settings &3 Toolchains M Devices # Build Steps Build Artifact Binary| ¢ | *

(2 Target Processor
(#2 Optimization
(& Warnings
(# Debugging
v By GNU ARM Cross Assembler
(% Preprocessar
2 Includes
# Warnings
(# Miscellaneous
3 GNU ARM Cross C Compiler
(# Preprocessar
2 Includes
(2 Optimization
(% Warnings
# Miscellaneous
i GMNU ARM Cross C Linker
(% General
(# Libraries
# Miscellaneous
¥ GMU ARM Cross Create Flash Image
(% General
% GNU ARM Cross Print Size
(% General

<

<

<

<

Output file format (-O) | Raw binary
[ Section: -j text
[JSection: -j .data

Other sections (-]) &
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3.3 ZwiF

3.3 YmiE

3.4 T#;

UG936-1.2

M T ARG “ %7, mEBmES SR, AR
A BIN 301, & 3-8 Fin .

B 3-8 4wi%

C/C++ - bl with_no_enroll_GW1NSER_4C/USER/main.c - GOWIN MCU Designer - [m] X
-_with_no_ L . g

File Edit Source Refactor Navigate Search

DLl ® & ain| it it-i®- S P

B% v=08
adc ~
ahb_arbiter

ahb2_exi

apb2_exi

[ Project Explorer &2

[

bk with_enroll_manufacture
bl with_enroll_manufacture_GWTNSER_4
bl with no_enrell_1.1

v % bk with no_enroll GWINSER 4C

4 Binaries

a
1=
a
a
1=
a

[ Includes

= BroadKey

(= CORE

(= Debug

(= PERIPHERAL

& Script

(& STARTUP

(= SYSTEM
v (= USER

[ endianc

[ endianh

[B gwinsdc_confh

[2 gwlnsdc jtc

[B gwinsdc jth

[@ mainc
cm1_ahb2 exi
em1_apb2_exi
emi_can
cm1_ddr3
em1_dualtimer
om1_ethernet
cm_fatfs
cm1_freertos
emi_j2c
cm1_keyscan
eml_led

CoEpooDoDEDDOD @

cmi_led_boot_embflash

1 mm

TR ITA

Project Run Window Help

[ e | 8 |8
[4) mainc &2 =B Zoxm % =g
2 BN o % 7

Copyright (C) 2614-2026 Gowin Semiconductor Technology Co.,Ltd.[]

14 = gwinsdch
15 /* Includes / ® broadkey demo_app
16 #include "gwlns4c.h” o1 iid printh
17 #include “broadkey_demo_app.h” o idesarth
i iid_usart

#include "iid_print.h
#include "iid_usart.h” ® _puf:int

® _ac:int

# FLASH AC_BASE

+1° ReadFlashDetain(uint
4% hex2char(uintd 1) : uir
print_byte(uint8 ) :
main{) : int

® % hex2char(uintd 1) :
@ print_byte(uint8_t) : vc
® 5 ReadFlashDetain{uint

b&

5

/* Imports
extern int _ puf;//define in gwinséc_flash.ld PUF address
extern int _ac; //define in gwinsdc_flash.ld AC_FLASH address

BT

/* Macros --
#define FLASH AC_BASE

#* DECIARACERONS ~=- === - /
static void ReadFlashDetain(uint32 t *data);

static uint8_t hex2char(uints_t va);

static void print_byte(uints_t va);

B &

I O N TRy
8 BHR

32

345 int main()

35

36 uints_t * sram_puf = (uint3_t *)&__puf;
37 uints t * sram_ac = (uints_t *)&_ac;
39

uint32_t data[2s56] = {@};
uint32_t i B
uint8 T *p = (uints_t *)data;

8

3

SvstemInit()://init

> < >

L &[S L8 &R

I?] Problems ¥ Tasks @ Console 52 [0 Properties G Debugger Console

CDT Build Console [bk with no_enroll GW1NSER 4C]
14:44:46 **** Incremental Build of configuration Debug for project bk_with_no_enroll GWINSER_4C ****
make all
Invoking: GNU ARM Cross Print Size
arm-none-cabi-size -—format-berkeley "bk with no_enroll GWINSER 4C.elf"
text data  bss  dec  hex filename
27928 1834 1164 38176 75e@ bk_with_no_enroll GWINSER_4C.elf
Finished building: bk_with_no_enroll GWINSER_4C.siz

|14‘44‘47 Build Finished (tock 656ms)

Programmer, & M4gmfE 3t BIN X4

HFE GMD SZHF2 “Run > Programmer” B¢ T HAL “U8 7, JTH F# T
H Programmer, 1P 3-9 fiT7R.

!

JRal i = RS A 77 AT H Programmer.
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3 RS E T 3.4 F#

[ 3-9 Programmer {TH AR

W C/C++ - bk_with_no_enroll_GW1NSER_4C/USER/main.c - GOWIN MCU Designer — O X

File Edit Source Refactor MNavigate Search Project Run Window Help
m | ® > &~ @iw|&i%ilEi4s - IH Programmer

% o | (oo A 2| B
:
75 Project Explorer &2 = g € mainc &2 Debug History :J O ox » = 0O
=) <}==D - 1 Debug As » Py = laz " \\53 °
3 adc ~ ?+ ) Copyr] Debug Configurations... \ -
LI ahb_arbiter 15 # I;C;L‘dES 1 @ Toggle Breakpoint Ctrl+Shift+B 1 = gwinsdch
H 15 #include "gw: . .
o ahbz-ﬂx" 17 #include "bro ® Toggle Line Breakpoint U broadkey d
o aprTexw 18 #include "iid Toggle Method Breakpoint U iid printh
13 bk _with_enroll_manufactui 19 #include "iid . . =) iid usarth
I bk_with_enroll_manufactu E° T Wizt @ p_uf: int
13 bk with no_enrol 1.1 ;A s ’_ ‘m  Skip All B.reakpomts‘ Ctrl+Alt+B ® :ac: it
v [ bk_with_no_enrall_ GWINS 25 extern int __ e Al Mrestyams € # FLASHACE
# Binaries 24 Breakpoint Types » £+% ReadFlashD:
, 25 /* Macros --- a -
[ Includes 26 #define FLASH_AC_BASE (FLASH_BASE + @x7088) //user fle 45 hex2char(uir
(= BroadKey 7 ) ) £4+5 print_byte(ui
CORE 28 * Declaractions ----------ommmmomommmommoo oo . e
= Deb 29 static wvoid ReadFlashDetain{uint32_t *data); O =it = {i
(& Debug 38 static uintB_t hex2char{uintd_t va); ® % hex2char{uir
= PERIPHERAL é: static void print_byte(uintd_t va); @5 print_byte(ui
(2= Script ;; w @ % ReadFlashD:
(= STARTUP < > < >
(= SYSTEM
v = USER B console i 3 = 8
| endian.c EVRET <\§.>|E ;| :Ex|=‘E'i=?'
endian.h CDT Build Console [bk_with_no_enroll_ GW1NSER_4C]
gwlnsdc_confh arm-none-eabi-size --format=berkeley "bk with_no_enroll GWINSER_4C.elf" A
" text data bss dec hex filename
L] 9""1”54‘—]“ 27928 1884 1164 38176  75e@ bk_with_no_enrcll_GWINSER_4C.elf
gwinsdc_ith Finished building: bk_with_nc_enroll GWINSER_4C.siz
[€] main.c
T 4 LA © v
< > < >
Writable Smart Insert 40:18 : =

#1157 Programmer 32 5.2 Edit > Configure Device 5 T. E.#% Configure
Device “@2”, $TH Device configuration.

3.4.1 GWINSER-4C (Gowin_EMPU(GWI1NS-4(C))
324085 F- GWINSER-4C (Gowin EMPU(GW1NS-4C)) F i & i & ,
I 3-10 FioR.
® Access Mode NMi%l#k, ¥k “SecureFPGA Mode” 1%,
® Operation T 7413, %% “Firmware Erase, Program Securely” &3 .
® “Programming Options > File name” &30, S NG 4F B HRL 7R 1
°

“FW/MCU/Binary Input Options > Firmware/Binary File” £, § A
B2 A% 2] BIN 3

® i “Save”, FEM NEJEMACE .
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& 3-10 GWINSER-4C (Gowin_EMPU(GWINS-4C)) T & B4 EC B
i Device configuration ? >

Device Operation
hocess Mode: SecureFPGA Mode -

Operation: Firmware Erase, Program Securely -

Firmware Erase, Prozram, Yerify with Security(One Time Programmable For
Eew Authentication Codel

Programming Options

File name: |‘H1HSER4C_QH48G_V1. lfzecure_fpgafimpl /porseoure_fpgza. f=

User Flash Initialization

FWMCUBinary Input Options

Firmware/Binary File: ER_4|:fnebugﬂ:k_with_m_emoll_c-w1HSER_4|:.bin| [..]

Sava Cancel

5¢ /% Device configuration J5, .7 Programmer T. HA=
Program/Configure ““07, 5% 438 7 GWINSER-4C
(Gowin_EMPU(GW1NS-4C))ffi & v it SO AR Ak 2 A2 gk i) BIN SCAF
T#.

3.4.2 GWINE-9C (Gowin_EMPU_M1)

724535 - GWINE-9C (Gowin EMPU_M1) F#@ MR B, W 3-11 F

>l

Access Mode FHi%l, £ “SecureFPGA Mode L” &1,

Operation T4, i%£# “Firmware Erase, Program Securely” ik
T

“Programming Options > File name” &3, 5 NGB0 A

“FW/MCU/Binary Input Options > Firmware/Binary File” £, §A
B2 A% k] BIN S

® i “Save”, FEMN FEEMACE .
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3.5 2%

[ 3-11 GWINE-9C (Gowin_EMPU_M1) F# B M4AL B
4 Device configuration 4 X

Device Operation
Access Mode: SecureFPGA Mode L -

Operation: Firmware Erase, Program Securely -

Firmware Erase, Program, Verify with Security(One Time Programmable For
Eev duthentication Code)

Frogramming Options

File name: |C:/VUsers/linkai /Mesktop/zeours_fpza. f=

User Flash Initialization

FYMCU/Binary Input Options

Firmware/Binary File: |ers/liukai/Tesktop/GHINS-9C_bk_no_enrell. ]:-in| I .. |

Save Cancel

5¢ /% Device configuration J5, i Programmer T. HA=
Program/Configure ““0”, 5% 46 if GW1NE-9C (Gowin_EMPU_M1)
A BT AL IR ST A AR A g A — ) BIN SCAF T 3K

3.5 8EF M

UG936-1.2

Gowin SecureFPGA 7=/ GW1NSER-4C (Gowin_EMPU(GW1NS-4C))
BimtE v, 1§2%:

® |PUG928, Gowin EMPU(GW1NS-4C) IDE 42 Tt
IPUG931, Gowin EMPU(GW1NS-4C) ik 4mtE =% Fift
IPUG536, Gowin EMPU_ M1 IDE #1452 F it
IPUG533, Gowin EMPU M1 # {4 4mtE 2% Filt
SUG502, Gowin Programmer H /" {57
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