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1 St

1.1 EHE&E it

Gowin SecureFPGA 7=/t GW1NSER-4C (Gowin_EMPU(GW1NS-4C))
A1 GW1NE-9C (Gowin_EMPU_M1)#2& 4t 11D fEfF 2 ¥ it, st SRR
N2t
® GWINSER-4C (Gowin_EMPU(GW1NS-4QC))
Gowin_SecureFPGA\GW1NSER-4C\ref_design\FPGA _RefDesign

® GW1NE-9C (Gowin_EMPU_M1)
Gowin_SecureFPGA\GW1NE-9C\ref design\FPGA_RefDesign

3!

GW1NE-9C 7 GW1N-9C f3£7i E 4% Gowin_ EMPU_M1, % Gowin SecureFPGA I}

op
He o

1.2 R-&Eit

Gowin SecureFPGA 7= /iy GW1NSER-4C (Gowin_EMPU(GW1NS-4C))
AT GW1INE-9C (Gowin_EMPU_M1)i&ft GMD (V1.1 K& LA ERA) B3
iy ID At mtE 2= kit , il BRI N 2%t
® GWINSER-4C (Gowin_EMPU(GW1NS-4C))
Gowin_SecureFPGA\GW1NSER-4C\ref_design\MCU_RefDesign

® GW1NE-9C (Gowin_EMPU_M1)
Gowin_SecureFPGA\GW1NE-9C\ref_design\MCU_RefDesign
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2 Wi &2 %1t 2.1 T3R5

2 BHSEEt

2.1 BHIFE

® DK-START-GW1NSER4C-QN48G V1.1
GW1NSER-LV4CQN48GC7/16

® DK-START-GW1N9 V2.1
GW1N-LVILQ144C6/15

2.2 BRHEE

Gowin_V1.9.8.10 } LA ERA

2.3 MCU Bt &

2.3.1 GWINSER-4C (Gowin_EMPU (GW1NS-4C))

DL R T HBEFZSH T ).
Gowin_EMPU (GW1NS-4C) MCU Je 4 ic &, Wk 2-1 Fizn.
% 2-1 Gowin_EMPU(GWINS-4C) MCU BME &

Fic B 328 T e & 25
Frequency 50MHz
SRAM Size 8KB
Flash Size 32KB
UARTO Enable

SRAM Size B &y 8KB, ffiH] 4 1> BSRAM, %> BSRAM Hfi B 4]
W, Wk 2-2 PR

UG936-1.3 2(20)
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2.3MCU Eti &

£ 2-2 Gowin_EMPU(GWI1NS-4C) SRAM BSRAM B #5k

BSRAM A LA

bram_sp_0 BSRAM_R10[0]
bram_sp_1 BSRAM_R10[1]
bram_sp_2 BSRAM_R10[2]
bram_sp_3 BSRAM_R10[3]

2.3.2 GWINE-9C (Gowin_EMPU_M1)

PRI & TR A 225 8t Nl .
Gowin_EMPU_M1 MCU JE{EECE, 3k 2-3 P

% 2-3 Gowin_EMPU_M1 MCU EM4EE

ic & 126 71 L=
Frequency 25MHz
Debug Enable

Debug Interface

JTAG and Serial Wire

ITCM Select External Instruction Memory
ITCM Size 64KB

DTCM Select Internal Data Memory
DTCM Size 32KB

UARTO Enable

DTCM Size Bi &} 32KB, fiif] 16 1> BSRAM, %4~ BSRAM [fii &
2R, IR 2-4 P

& 2-4 Gowin_EMPU_M1 DTCM BSRAM i B4 %

BSRAM ZIRALE
memO0_mem0_0 0_s BSRAM_R28[14]
memO0_mem0_0 1 s BSRAM_R10[4]
memO0_mem0_0 2 s BSRAM_R28[7]
memO0_mem0_0_3 s BSRAM_R10[3]
mem1_memO0_0 0 s BSRAM_R28[9]
mem1_mem0 0 1 s BSRAM_R28[13]
mem1_mem0 0 2 s BSRAM_R10[5]
mem1_mem0_0 3 s BSRAM_R28[8]
mem2_mem0_0_0_s BSRAM_R28[11]

UG936-1.3 3(20)
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2.4 BAFIE T &

BSRAM

ZURALE

mem2 mem0 0 1 s

BSRAM_R28[10]

mem2_mem0_0 2 s

BSRAM_R28[12]

mem2_mem0 0 3 s

BSRAM_R10[6]

mem3 mem0 0 O s

BSRAM_R10[8]

mem3 mem0 0 1 s

BSRAM_R10[7]

mem3_mem0 0 2 s

BSRAM_R10[9]

mem3_mem0 0 3 s

BSRAM_R10[10]

2.4 PR B

2.4.1 Synthesize A &

Synthesize TR E, WK 2-1 Fior,

Synthesis Tool: GowinSynthesis®
Top Module/Entity: #R#zAE 14225 ¥ 11w 1) SE FRTIUZ BB 44 R EC B
Include Path: RHEEEMF 22 Beit v (1 S bR BRI B
Verilog Language: 40 System Verilog 2017

Synthesize £ AL E , MR IEHF S B SLPR SR ELE

2-1 Synthesize EIAALE

W Configuration

General
v Synthesize
General
~ Place & Route
General
Unused Pin
Dual-Purpose Pin

BitStream

Synthesize

General

Synthesis Toal: ® GowinSynthesis

Top Module/Entity: |secure_fpga

Include Path: |

TelPre |

GowinSynthesis
Verilog Language: | System Verilog 2017 ~

VHDL Language: |VHDL 2008 =

Looplimit: 2000 S
[] Disable Insert Pad

Ram R/W Check

[] DsP Balance

[ show All Warnings

Cancel

Apply

UG936-1.3
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2.4 BAFIE T &

2.4.2 Place & Route IXINA B

UG936-1.3

Place & Route TR E , 145 General i£TifL & . Unused Pin &L
& Al Dual-Purpose Pin &1 & .

General iIEECE

General EACE 11 2-2 Fiso

General ETICE, W22 K LPR T RACE .

2-2 General iZINELE

W Configuration

Place & Route

General
v Synthesize
General
~ Place & Route
General
Unused Pin
Dual-Purpose Pin

BitStream

Category: |All

Reset all to default

Generate SDF File
Generate |BIS File

Label

Generate Post-Place File

Value ~

False
False
True

Generate Post-PnR Verilog Simulation Model File  False

Generate Post-PnR VHDL Simulation Model File False

Show All Warnings

Generate Plain Text Timing Report

Run Timing Driven

Use SCF

Promote Physical Constraint Warning to Errar

Report Auto-Placed 10 Information

False
False
True

False
False
False

Generate post-place file only included locations of BSRAM. Default: *.posp.

Dual-Purpose Pin iZIREL &

Dual-Purpose Pin &I, 1K 2-3 fTw.

Dual-Purpose Pin ML &, MRIZEEF S B SLhR 200 10 AL E DL

BT T AR 10 BeitBic & .
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NI NPT
2 W% it 2.4 WAL E
. AY
[ 2-3 Dual-Purpose Pin iZ At B
W Configuration X
Dual-Purpose Pin
General Use JTAG as regular 10
v Synthesize
[] Use SSPI as regular 10
General
v Place & Route [ Use MSPI as regular 10
General [] Use READY as regular 1O
Unused Pin [] Use DONE as regular IO
Dual-Purpose Pin
. [[] Use RECONFIG_N as regular 10
BitStream -
Use 12C as regular 10

2.4.3 BitStream I =

BitStream &AL E, WK 2-4 i~
Print BSRAM Initial Value: ASE /A%

UG936-1.3

Secure Mode: M b T 2240 it KR B, ARk, B0
ZAEGHINGE T —IK, A% TEMAH: AP AT 70
o), Ak, SIS B ER

BitStream HAMETIECE , RG-S % ¥ it 9Lbr i RECE .

2-4 BitStream LA B

i Configuration

General
¥ Synthesize
General
“ Place & Route
General
Unused Pin
Dual-Purpose Pin

BitStream

BitStream

Enable CRC Check
[] Enable Compress
Enable Encryption (only support Arora)
Enable Security Bit
[ Print BSRAM Initial Value
[ Secure Mode
[] Program Done Bypass
Power On Reset Monitor
Wake Up Mode: 0

Loading Rate (MHz): |2.600 (default)

SPI Flash Address: |00000000

User Code ® Default (O Custom 00000000

Bitstream Format: ~ ® Text (O Binary

Apply
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2 Wi &2 %1t 2.5 454

25 Z&

il

2 R S RCH AT 454 T A GowinSynthesis,

Bt LSRRI, il 2-5 Prs.

B 25 Re

ettt z%

Synthesis Report
Netlist File

v 1 Place & Route
Place & Route Report
Timing Analysis Report
Ports & Pins Report
Power Analysis Report

‘/L'i Program Device

Design  Process  Hierarchy ?

Console

- Resource Utilization Summary

iming

o Clock Summary
o Max Frequency Summary

GowinSynthesis Constraints
File

Version

o Detail Timing Paths Information®art Number

Start Page

Device

Created Time

Legal Announcement

Design Summary

GOWIN FPGA Designer - [C\Users|iuk P\GW1NSER-4C\ref_desig  RefD - fpga\imp - foga_syn.rpthiml] - o x
7 Hle Edit Droject Tools Window Help - ax
[N # Wi GES 2
Process LR ~
1| Design Summary
= - Synthesis Messages -
¥ 15 User Constraints ; ) Synthesis Messages
: o Synthesis Details
(L FloorPlanner
7 Timing Censtraints Editor > Resource Report Title GowinSynthesis Repart
- @ . = Resource Usage Summary C:\Users\liukai\Desktop\GWINSER-
Synthesize Design File 4C\ref_design\FPGA_RefDesign\secure_fpga\src\gowin_empuigowin_empu.v

Ci\Users\liukai\Desktop\GW1NSER-

_design\FPGA_RefDesign\secure_fpga

GowinSynthesis V1.9.8.10
GWINSER-LV4CQN48GC7/16
GWINSER-4C

Wed Mar 08 10:04:57 2023

Copyright (C)2014-2022 Gowin Semiconductor Corporation. AL rights

reserve

7 secure fpgasynrpthiml @

r ure_fpga.v

Running technical mapping ...

[66%] Tech-Mapping Phase © completed
[65%] Tech-Mapping Phase 1 completed
[75%] Tech-Mapping Phase 2 completed
[8@%] Tech-Mapping Phase 3 completed
[9%] Tech-Mapping Phase 4 completed
[95%] Generate netlist file
[100%] Generate report file
GowinSynthesis finish

\Users\1iukai\Desktop\GWINSER-4C\ref_design\FPGA_RefDesign\secure_fpga\impl\gusynthesis\secure fpga.vg" completed
C:\Users\liukai\Desktop\GHINSER-4C\ref_design\FPGA_RefDesign\secure_fpga\impl\gusynthesis\secure_fpga_syn.rpt.html”

completed

%

Console  Message

Be-

2.6 TEEfhLk

UG936-1.3

SEEER G, AEF = VR B ) A JR AT 28 T FL Place & Route 7= AT 415
THS R SCE, i 2-6 Fios.

& 2-6 T Lk

GOWIN FPGA Designer - [C:\U: P AC\ref_desig RefDr . fpy phpi . fpga.rpthiml] - o x
2 Hle Edit Project Tools Window Help _lax
S =
[ B = e -
Process. & X ~
1| Design summary
oy - PnR Messages
v [F User Constraints " 9 PnR Messages
- PnR Details
(£ FloorPlanner
¥ Timing Constraints Editor - Resource Report Title PR Report
@ syren o Resource Usage Summary Design File Ci\Users liukai\Desktop\GWINSER-4C\ref_design\FPGA_RefDesign\secure_fp(
v ynthesize

Synthesis Report

1/0 Bank Usage Summary

Global Clock Usage Summary

Physical Constraints File

Timing Constraints File

C:\Users\liukai\Desktop\GW INSER-4C\ref_desian\FPGA_RefDesian\secure_fp
C:\Users\liukai\Desktop\GW 1NSER-4C\ref_desian\FPGA_RefDesian\secure_fp

Netlist File
N i Version V1.9.8.10
v O Place & Route global Glock sianals Part Numb GW1NSER-LV4CQN48GC7/16
. pi art Number :
Mm@ R Pinout by Port Name
Device GWI1NSER-4C

Timing Analysis Report
Ports & Pins Report
Power Analysis Report

1} rogram Device

Design  Process  Hierarchy 0

Consele

Start Page

All Package Pins

Design Summary

Created Time

Legal Announcement

1 secure fpga_syn.rpthiml 2

Wed Mar 08 10:06:34 2023

Copyright (C)2014-2022 Gowin Semiconductor Corporation. All rights reservec

PnR Details

secure fpgarpthtm B

BItstream generation completed
Running power analysis......
[106%] Power analysis completed

Generate file "C:\Users\liukai\Desktop\GHINSER-4C\ref_design\FPGA RefDesign\secure_fpga\impl\pnr\secure_fpga.power.html” completed
Generate file "C:\Users\liukai\Desktop\GHINSER-4C\ref_design\FPGA RefDesign\secure_fpga\impl\pnr\secure_fpga.pin.htnl" completed
Generate file "C:\Users\liukai\Desktop\GHINSER-4C\ref_design\FPGA_ RefDesign\secure_fpga\impl\pnr\secure_fpga.rpt.htnl" completed
Generate file "C:\Users\liukai\Desktop\GHINSER-4C\ref_design\FPGA RefDesign\secure_fpga\impl\pnr\secure_fpga.rpt.txt" completed

Generate file "C:\Users\liukai\Desktop\GWINSER-4C\ref design\FPGA RefDesign\secure_fpga\impl\pnr\secure_fpga.tr.html"

Wed Mar 08 10:06:34 2023

completed

%

Conscle  Message

S
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2 S Bt 2.7 F#

2.7 &
SERUAR JRAT SR, PR AR R TR SO, A SR R LA
Programmer, R THGHR S
IR P 2 3 M AE T, FHF R A Programmer.
B Programmer 32542 Edit > Configure Device (T E.#* Configure
Device “©#”, FT7F Device configuration.
2.7.1 GWINSER-4C (Gowin_EMPU(GW1NS-4C))
224515 GWINSER-4C (Gowin_EMPU(GW 1NS-4C)) T i Wil il & ,
i 2-7 .
® Access Mode THi%5%, i&#t “SecureFPGA Mode” 1.
® Operation N7, ¥ “Firmware Erase, Program Securely ” % i .
® “Programming Options > File name” #£3ii, S AGELEEHL 7 1
® “FW/MCU/Binary Input Options > Firmware/Binary File” £, S A
A g Bk SCAF
® il “Save”, SER FHEUILIINCHE .
[# 2-7 GW1INSER-4C (Gowin_EMPU(GWI1NS-4C)) FH i L =

W Device configuration 7 >

Device Operation
hocess Mode: SecureFPGA Mode -

Operation: Firmware Eraze, Program Securely -

Firmware Eraze, Frogram, Yerify with Security(One Time Frogrammable For
Kev fnthentication Code)

Programming Options

File name: |5ig;n.-"FPGA_Ref]Jesigx.-"secure_fpga,.-"implfpm’fsecure_fpga. f=

User Flash Initialization

FWMCU Binary Input Options

Firmware/Binary File: |[th mo_enroll/Debuz/em3_bk_with_no_emrall. ]:-in| I . I

Save Cancel

5¢ ik Device configuration J&, .7 Programmer T. 4=
Program/Configure ““7, 5gp% 4t 7 GWINSER-4C

UG936-1.3 8(20)




2 S Bt 2.7 F#

(Gowin_EMPU(GW1NS-4C)) R 4 TR it SC A A1 A e — 31 SO N3k
2.7.2 GWINE-9C (Gowin_EMPU_M1)

45 GWINE-9C (Gowin EMPU_M1) F#GETALE, WK 2-8 fi

Operation F$7%1%, ¥#%“Firmware Erase, Program Securely” £ .
“Programming Options > File name” &0, S NG4S
“FW/MCU/Binary Input Options > Firmware/Binary File” &5, § A

AR S

® iy “Save”, TEA T EUIATINCE
2-8 GWINE-9C (Gowin_EMPU_M1) FEH B &

i

® Access Mode #7513, i&#% “SecureFPGA Mode L” i1,
°

°

°

Wi Device configuration ? >

Device Operation
heocess Made: SeoureFFGA Mode L -

Operation: Firmware Erasze, Frogram Securely -

Firmware Erase, Program, Yerify with Security(One Time Programmable For
Key huthentication Code)

Frogramming Options

File name: [sersz/liukai Desktop/zecure fpga/impl /prrszecure_fpga. f=

Tzer Flazh Initialization

FH/MCU/Binary Input Options

Firmware/Binary File: th_no_enroll Mebuz/oml_bk_with_no_enroll. bin| I - I

Sare Cancel

56 /% Device configuration J5, i Programmer T.Hf=
Program/Configure ““& 7, 58 al % 4xts i GW1NE-9C (Gowin_EMPU_M1)
BEE AT T AR ST A AR A i A — b A1) ST A e

UG936-1.3 9(20)




2 W SH it 2.8 ZH% T

2.8 SEF

Gowin SecureFPGA 7~ i GW1NSER-4C (Gowin_ EMPU(GW1NS-4C))
il GW1NE-9C (Gowin EMPU_M1)E{Fi5it, 5%
IPUG932, Gowin EMPU(GW1NS-4C)i#f4i% it Z% F it
IPUG531, Gowin EMPU_ M1t & it 2% F i
SUG100, Gowin =84 H 15
SUG935, Gowin & it HE 2 s A " 45 B
SUG940, Gowin & 11i 72 d H F HE e
SUG502, Gowin Programmer H ;" 454
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3RS H it

3.1 B

3.1 ]G

GMD V1.1 JBA ERCAS

3.2 R E

Project Explorer #E+h, &4 207 TFE, A%+ “Properties > C/C++

UG936-1.3

3 RHeZiit

Build > Settings” &1, ACE AT TREAETL, W0 3-1 P,

3-1 R E

W
type filter text Settings
Resource
w C/C++ Build
Build Variables Configuration: |Debug [ Active ]

Environment
Lagging

Settings

Tool Chain Editar

& Tool Settings

B3 Toolchains

B Devices

Build Steps

C/C++ General
MCU

Project References
Run/Debug Settings

(£ Target Processor

(#2 Optimization

(& Warnings

(# Debugging

i GNU ARM Cross Assembler
@ Preprocessor
(2 Includes
(# Warnings
(£ Miscellaneous

# GNU ARM Cross C Compiler
(& Preprocessor
32 Includes
(# Optimization
(& Warnings
# Miscellaneous

3 GNU ARM Cross C Linker
(2 General
(% Libraries
(£ Miscellaneous

# GNU ARM Cross Create Flash Image
(2 General

B3 GNU ARM Cross Print Size
(2 General

ARM family
Architecture

Instruction set

Endianness

Unaligned access

Other target flags

oo

~ | | Manage Configurations...

Build Artifact |a} Binary Parsers | !

cortex-m3 ~
Toaolchain default ~
Thumb (-mthumb) ~

[ Thumb interwork (-mthumb-interwork)

Toolchain default w
Toalchain default

Toolchain default

Toaolchain default ~
Generic (-mcpu=generic)

Toalchain default

Toolchain default

Toalchain default

Enabled (+simd)

Small (-mcmodel=small)

Strict align (-mstrict-align)

Cancel
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3.2.1 Target Processor i TIEC &

lic & “Target Processor > ARM family” &£,

® {424 GWINSER-4C (Gowin EMPU(GW1NS-4C)), %% i
Fil BN “cortex-m3”7, UK 3-2 .

® R4 GWINE-9C (Gowin EMPU_M1), ZikWiRl & N
“cortex-m1”7,

3-2 Target Processor iZTAC &

& Tool Settings & Toolchains M Devices # Build Steps Build Artifact Binary Parsers | * | *

(% Target Processar ARM family cortex-m3 ¥
# Optimization
(22 Warnings
(E Debugging Instruction set Thumb (-mthumb) kS
w B3 GNU ARM Cross Assembler
(22 Preprocessor
(2 Includes
& Warnings Toolchain default
# Miscellaneous
w B GNU ARM Cross C Compiler foelchain defautt
(22 Preprocessor Unaligned access |Toolchain default ~
(22 Includes
# Optimization
(% Warnings Toolchain default
2 Miscellaneous
v B GNU ARM Cross C Linker [eolchain defaut

(# General Toolchain default
(2 Libraries

Architecture Toolchain default w

[ Thumb interwork (-mthumb-interworlk)

Endianness Toolchain default w

Generic (-mcpu=generic)

2 Miscellaneous Enabled (+simd)

w B3 GNU ARM Cross Create Flash Image Small (-mcmodel=small)
(# General

w B GNU ARM Cross Print Size
(2% General

Strict align (-mstrict-align)

Other target flags |

3.2.2 GNU ARM Cross Assembler iZIRfif &

BLE “GNU ARM Cross Assembler > Preprocessor > Defined symbols
(-D)” LI, ZIETAE N “__STARTUP_CLEAR_BSS”, & 3-3 fif/x.
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& 3-3 GNU ARM Cross Assembler £t &

# Tool Settings &3 Toolchains M Devices # Build Steps Build Artifact Binary Parsers | *

@ Target Processor Use preprocessar
# Optimization [J Do not search system directories (-nostding)
% Warnings [ Preprocess only (-E)
biz] i
(£ Debugging Defined symbals (-0} SR ERE
v 33 GNU ARM Cross Assembler
@ Preprocessor _ STARTUP_CLEAR_BSS
# Includes

2 Warnings
(2 Miscellaneous
v 3 GNU ARM Cross C Compiler
(22 Preprocessor
# Includes
% Optimization
£ Warnings
# Miscellaneous
w B3 GNU ARM Cross C Linker

(2 General
(& Libraries Undefined symbals (-U) &

(#2 Miscellaneous

w B3 GNU ARM Cross Create Flash Image
#5 General

v 3 GNU ARM Cross Print Size
(2 General

3.2.3 GNU ARM Cross C Compiler iZIEC &
lit & “GNU ARM Cross C Compiler > Includes > Include paths (-1)” i%&
T, G E N AT TR C Sacth ol Hegit, il 3-4 Fiw.

15l 51 GW1NSER-4C (Gowin_EMPU(GW1NS-4C)), C 3k I 2 Bl &,
iR fr s

® "${workspace loc:/${ProjName}/src/iid_bk/include}"
"${workspace_loc:/${ProjName}/src/bsp/core}"
"${workspace_loc:/${ProjName}/src/bsp/peripheral/include}"

"${workspace_loc:/${ProjName}/src/bsp/system}"

"${workspace_loc:/${ProjName}/src/demo}"
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[#] 3-4 GNU ARM Cross C Compiler i&IRfc &

i Tool Settings &3 Toolchains M Devices # Build Steps Build Artifact Binary Parsers @ E| * |

(2 Target Processor Include paths (-1) & w5 &
(& Optimization
(2 Warnings

<5 ) P,
'${workspace |oc,(${Pr0JName},(src,(bspiperlpheral]lnclude}

(¥ Debugging "$iworkspace_loci/${ProjNamel/src/bsp/system})”
w B GNU ARM Cross Assembler "${workspace_loc/${ProjNamel/src/iid_bk/include}”
(i Preprocessor "${workspace_loci/${PrajName}/src/dema}”
(22 Includes

2 Warnings
# Miscellaneous

w B3 GNU ARM Cross C Compiler
(8 Preprocessor Include system paths (-isystem) L
(22 Includes
(% Optimization
(2 Warnings

2 Miscellaneous
w B3 GNU ARM Cross C Linker
(2 General
(% Libraries
& Miscellaneous
~w B3 GNU ARM Cross Create Flash Image
@ General Include files (-include) &)
v [ GNU ARM Cross Print Size
(% General

3.2.4 GNU ARM Cross C Linker iZINfc &

Script files JETREC B
flic & “GNU ARM Cross C Linker > General > Script files (-T)” £,

® R34l GWINSER-4C (Gowin EMPU(GW1NS-4C)), i%iJi
i & 9 Gowin_ EMPU(GW1NS-4C) GMD Flash #1244
“gw1ns4c_flash.ld”, 1k 3-5 ffizws

'${workspace_loc:/${ProjName}/src/bsp/gw1ns4c_flash.Id}"

® R E 4 GWINE-9C (Gowin_ EMPU_M1), iZiEIiAL & N
Gowin_EMPU_M1 GMD Flash ##:%% “GOWIN_M1_flash.ld”

"${workspace_loc:/${ProjName}/src/bsp/GOWIN_M1_flash.Id}"
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[#l 3-5 GNU ARM Cross C Linker > Script files i IRfC B

¥ Tool Settings & Toolchains M Devices # Build Steps Build Artifact Binary Parsers @ 4 | "

(& Target Processor Script files (-T) & w5 8

(2 Optimization

(2 Warnings

(# Debugging

v [#3 GMNU ARM Cross Assembler

(# Preprocessor
2 Includes
& Warnings

- flash.ld}”

(2 Miscellaneous

v B GMNU ARM Cross C Compiler
(2 Preprocessor
% Includes
(# Optimization
# Warnings
(# Miscellaneous

v [# GMU ARM Cross C Linker
(% General
2 Libraries
(# Miscellaneous

v @3 GNU ARM Cross Create Flash Image
(% General

v &3 GNU ARM Cross Print Size
(% General

Libraries iRt B

fic & “GNU ARM Cross C Linker > Libraries > Libraries (-1)” #1“Library
search path (-L)” &

o i EZL et if GWINSER-4C (Gowin_ EMPU(GW1NS-4C)), 4 3-6
ffizx, Libraries FC & U0 flis:
Libraries (-1):
iid_bk_cm3_minsizerel
Library search path (-L):
“lworkspace_loc:/${ProjName}/src/iid_bk/lib}"

o i EZ 4 GWINE-9C (Gowin_EMPU_M1), Libraries it & 41~
P
Libraries (-1):
iid_bk_cm1_minsizerel
Library search path (-L):
“lworkspace_loc:/${ProjName}/src/iid_bk/lib}"
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& 3-6 GNU ARM Cross C Link > Libraries iEIRf¢ B

i# Tool Settings 3 Toolchains M Devices # Build Steps Build Artifact Binary * | *

(2 Target Processor Libraries (-] 88852
(# Optimization i insi
@ Warnings

(2 Debugging

w ) GNU ARM Cross Assembler
@ Preprocessor
2 Includes
# Warnings
# Miscellaneous

w ) GNU ARM Cross C Compiler
@ Preprocessor
(# Includes
(# Optimization
(# Warnings

(# Miscellaneous
v ¥y GNU ARM Cross C Linker Library search path (-L) =R ER=ERAEY
@ General = o TR
(# Libraries
(# Miscellaneous
v 8 GNU ARM Cross Create Flash Image
@ General
w [ GNU ARM Cross Print Size
# General

3.2.5 GNU ARM Cross Create Flash Image iXIRfC &

B & “GNU ARM Cross Create Flash Image > General > Output file
format (-O)” &I, ZEIHAE N “Raw binary”, W& 3-7 fix.
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3.3 4 i

3.3 YmiE

UG936-1.3

[#] 3-7 GNU ARM Cross Create Flash Image iZTRfC &

& Tool Settings &) Toolchains M Devices & Build Steps

Build Artifact Binary ¢ | *

@ Target Processor
# Optimization
(# Warnings
# Debugging
v B GNU ARM Cross Assembler
@ Preprocessor
2 Includes
(% Warnings
(# Miscellaneous
v B GNU ARM Cross C Compiler
@ Preprocessor
% Includes
(% Optimization
(22 Warnings
# Miscellaneous
v 3 GNU ARM Cross C Linker
(# General
(2 Libraries
(# Miscellaneous

(% General
w 3 GNU ARM Cross Print Size
(2 General

v I3 GNU ARM Cross Create Flash Image

Qutput file format (-O) | Raw binary

DSection: -] fext

]

DSection: -} .data
]

Other sections (-]) &)

Wb THRR B “ %7, mEBImES BRI, PR

RERISCAE, Wl 3-8 Frn.
3-8 4wiF

{# workspace - C/C++ - em3_ble_with_no_enroll/src/demo/main.c - GOWIN MCU Designer - u] X
File Edit Source Refacior Navigate Search Project Run Window Help
il l@-&-Bin|siniliw-0- @S- [dPETEH -F -~ [Quick ccess] || 55 ||
[Py Project Explorer 52 = O [g mainc 2 =g *» =g
2% 7 1 -l eas
G em1_bk_with_enroll ~ 3 gfile main.c -
I em1_bl with_no_enroll 4 = @author GowinSemiconductor U ogw
B cml ram 5 * fidevice  Gowi U(GHINS-4C) .
- - 5 * @orief  Main o uar
I em3_bl with_enrall S : o der
v (5 em3_bl with_no_enroll 8 = ® o
¥ Binaries 9 ”
b el 18 /* Includes: */ R
el Includes 11 #include "gwlnsdc.h” ° mai
(&= Debug 12 #include "uart.h”
v @ s 13 #include "demo.h”
14
& bsp 15
v (= demo 16 /* Definitions: */
demo.c 17
£ 4 h 18 extern int _ puf; // PUF address
5] dema. 19 extern int _ac; /4 AC flash address
€] main.c 20
rint.c 21
£ p. N 22 // Entry function
5] print. 23 int main(void)
[g uvartc 24 { o
[n varth < ’
e iid bk P < F1Tacks B Console 3 o8 EE=-BME-t-=0O
O em2_crypto_aes CDT Build Console [em3_bk with_no_enroll]
TQ em3 crypto_des arm-nene-eabi-size --format=berkeley "cm3_bk_with no_enroll.elf” ~
1J cm3_crypto_sha text data bss dec hex filename
B cm3 crypto_sm3 38060 1034 140 31284  7a34 cm3_bk with no_enroll.elf
- - - Finished building: cm3_bk_with_no_enroll.siz
I cm3_crypto_smd -
1J €203 _test 000
W escml 18:24:53 Build Finished (took 3s.951ms)
1J neo_eas_ml v
I picorv32_demo v o< >
Writable Smart Insert | 1:1 5 &
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3.4 F#;

3.4 T#

i N T H Programmer, F#AEmFE 3k H] SO
% GMD SZHF: “Run > Programmer” 3 T HA% U
H Programmer, 1K 3-9 T/~
!
JRALIE S =R A 5 AT Programmer.
& 3-9 Programmer {THA R

[m

7, AT R

{{r workspace - C/C++ - cm3 bk with no_enrollfsrc/demo/main.c - GOWIN MCU Designer — O x
File Edit Source Refactor Navigate Search Project Run  Window Help
il |®-%vm‘\§l‘ *’a,lli-iiﬁs'U“ Programmer - - %\‘EI
[Py ProjectExplorer 22 = O [g] mainc 2 v nun Programmer "’ =8| % =3
= P 48, Debug F11 a
=g v 1 A leaw
T3 cm1_bk_with_enroll ~ @ile Run History > -
TJ cm1_bk_with_no_enrall a4 @ Run As > 0 ogw
0 cml1_ram 5 Run Configurations... ouar
T em3 bk owith enroll e e g 4
o Debug Histo > o der
v 5 cm3_bk with_no_enroll 3 g mistony ® o
P opioae 9 Debug As > _p
%, Binaries - S ) ™ a
f* Includes: * Debug Configurations... -
[l Includes 11 #include "gwin 9 g ° mai
(= Debug 12 #include "uart @ Toggle Breakpoint Cirl+Shift+B
13 #include "d 3 -
¥ = src z include Tdemol g Teggle Line Breakpaint
& bsp s Toggle Method Breakpoint
v = d 5 7 initions ;
& gemo pefinition Toggle Watchpoint
(4 demo- 18 ; . Skip All Breakpoi Crrlvali+B
18 exter it it: tri+Alt+
8 domor 2 o i R :
B oo - — Remave All Breakpoints
[& printc B i Breakpoint Types »
. 22 // Entry functiom
printh 239 int main(void)
[ uartc 2 { v
uarth < i
(& iid_bk & Console 2 @GQ:‘)‘ H BE wlda'ﬁ'z =]
B em3_erypto_aes CDT Build Console [cm3_bk_with_no_enroll]
U em3 erypto des arm-none-eabi-size --format=berkeley "cm3_bk_with_no_enroll.elf” ~
T3 cm3_crypto_sha text data bss dec hex filename
3 cm3 crypto_sm3 38868 1884 148 31284  7a34 cm3_bk_with_no_enroll.elf
. - Finished building: cm3_bk with_nc_enroll.siz
T cm3_crypto_sm4 A
1 203 test D00
W esc m1 1@:24:53 Build Finished (took 3s5.951ms)
@ neo_eas_m1 v
I picorv32_demo v € >
Writable Smart Insert | 1:1 E

Device

i Programmer 32 HLF: Edit > Configure Device 8¢ T. F.# Configure
“&2”, 77 Device configuration.

3.4.1 GWINSER-4C (Gowin_EMPU(GW1NS-4C))

224535 - GW1INSER-4C (Gowin_ EMPU(GW1NS-4C)) F #ki% il &,

WK 3-10 fios.

UG936-1.3

Access Mode THi%I%, iL#F “SecureFPGA Mode” i1,

Operation 7513, 1% “Firmware Erase, Program Securely” £ i .
“Programming Options > File name” &0, 5 N & HHL 7 4.
“FW/MCU/Binary Input Options > Firmware/Binary File” &I, S\

A G R B SO

i “Save”, SERC N EUETICE .
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& 3-10 GWINSER-4C (Gowin_EMPU(GW1NS-4C)) &k I B

W Device configuration ? >

Device Operation
fAcocess Mode: SeoureFPGA Mode -

Operation: Firmware Eraze, Frogram Securely -

Firmware Erase, Frogram, Verify with Security(One Time Frogrammable For
Eey futhentication Codel

Frogramming Options

File mname: |5im’FFGﬁ_RefIlesign.-"secure_fpgﬂimplfpru’fsecure_fpga. f=

Uzer Flash Initialization

FYMCUBinary Input Options

Firmware/Binary File: [th_no_enroll/Tebug/em3_bk_with no_enroll. ]:-in| I . |

Save Cancel

56 /% Device configuration J5, i Programmer T.Hf=
Program/Configure ““0”, SR %48 GWINSER-4C
(Gowin_EMPU(GW 1NS-4C))hi 4 & Tt ST AR A g A% 3 ) SO %o

3.4.2 GWINE-9C (Gowin_EMPU_M1)

22455 Fr GWINE-9C (Gowin_ EMPU_MA1) F#R3&E & , w1 3-11 fF

|

N
7
o

Access Mode FHi%l#, %&£ “SecureFPGA Mode L” &1,

Operation F47%41%, %4 “Firmware Erase, Program Securely” i
T,

“Programming Options > File name” &3, § NE/F& LSO
“FW/MCU/Binary Input Options > Firmware/Binary File” %, SA
B AR SO

® i “Save”, TEAL FEIATICE .
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& 3-11 GWINE-9C (Gowin_EMPU_M1) T &%k Il B

Wi Device configuration ? >

Derice Operation
Access Mode: SecureFPGA Mode L -

Operation: Firmware Erase, Program Securely -

Firmware Erase, Program, Verify with Security(One Time Programmable For
Eey Authentication Code)

Programming Options

File name: [zersi/liukai Tesktopfzeoure fpzafimpl por/secure_fpza f=

User Flazh Initialization

FYAMCU Binary Input Options

Firmware/Binary File: |th_no_enroll/Debug/eml_blk_with no_erroll. bin| D

Save Cancel

5¢ /% Device configuration 5, i Programmer T. 5
Program/Configure ““7, 5gpi% 4t ¥ GW1NE-9C (Gowin_EMPU_M1)
BT B TR ST A AR A i A — A1) ST T 28K

3.5 &EF M

Gowin SecureFPGA 7=/t GW1NSER-4C (Gowin_EMPU(GW1NS-4C))
Al GW1NE-9C(Gowin_EMPU_M1)# 44w feikit, &S5

® |PUG928, Gowin EMPU(GW1NS-4C) IDE #{4+Z%F i
® |PUG931, Gowin EMPU(GW1NS-4C) ¥ 2mte =% F il
® |PUG536, Gowin EMPU M1 IDE #4427 Fiillt

® |PUG533, Gowin EMPU M1 #{4ife 22 it

® SUG502, Gowin Programmer H 54
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